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Verilog simulators and synthesizers play a critical role in chip design and verification. However, due to the
complexity of simulation and synthesis processes, they easily introduce various types of bugs. Among them,
Behavioral Deviation Bugs (BDBs) are particularly severe, as they can cause incorrect results by introducing
subtle semantic deviations that make the chip behave differently from its intended design, potentially enabling
hardware backdoors.

In this work, we propose VeriEQ, an automated framework based on the idea of metamorphic testing,
which detects BDBs by generating semantically equivalent Verilog programs. First, to increase the likelihood
of triggering BDB, we analyze the structural patterns of historical BDB and design a Verilog code template.
Second, we generate semantically equivalent variants by applying equivalence circuit transformation rules.
These rules include constraints on bit-width and signedness to ensure logical consistency before and after the
transformation. Finally, we design an inlined deviation checking mechanism that embeds multiple equivalent
modules within a single testbench to improve testing efficiency. We implement and evaluate VeriEQ on four
mainstream Verilog simulators and synthesizer. Experimental results show that VeriEQ achieves a 138.1% to
4161.9% speedup over state-of-the-art tools. In total, VeriEQ successfully detects 33 previously unknown bugs,
including 29 BDBs, along with 4 hang bugs as additional findings. All discovered bugs have been confirmed,
with 27 already fixed. In contrast, the other tools are able to detect only 1 to 7 bugs.
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1 Introduction

In digital circuit design, Verilog synthesis tools are responsible for translating high-level behavioral
Verilog descriptions into physically realizable circuit representations (e.g., gate-level netlists) [25, 42].
Verilog simulation tools are used in the early stages of design to verify the functional correctness
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of Verilog modules and ensure their behavior aligns with specifications [34, 38, 48, 51]. Working
in tandem, they are widely employed throughout chip design, verification, and automated testing
workflows, forming a critical part of modern electronic design automation (EDA) infrastructure [3].

However, both the synthesis process of Verilog synthesizers and the simulation process of Verilog
simulators are highly complex [44]. They involve many stages, including lexical analysis, syntax
parsing, intermediate representation construction, behavioral modeling, bit-width and signedness
inference, and logic optimization [40]. Due to this complexity, Verilog simulators and synthesizers
are prone to various bugs. One common type of bug is hang, where the synthesizer or simulator
becomes unresponsive or enters an infinite loop while elaborating or optimizing Verilog code,
causing delays in the hardware design workflow. Another type of bug causes the synthesizer or
simulator to produce results that deviate behaviorally from the intended design during synthesis
or simulation, leading to incorrect results. We refer to this kind of bug as a Behavioral Deviation
Bug (BDB). Compared to hang bugs, BDBs are more dangerous because they do not produce
explicit error messages or runtime failures. Instead, they may silently introduce small but critical
semantic deviations into the final simulation or synthesis results. Specifically, simulator BDBs
manifest as inconsistencies between the simulator’s runtime output and the expected behavior,
whereas synthesizer BDBs manifest as behavioral deviations between the synthesized design and its
original pre-synthesis version. Previous research has shown that some tools can exploit inconsistent
simulation and synthesis results across Verilog simulators and synthesizers to successfully insert
backdoors into CPU modules, without being detected by existing verification methods [49]. If these
bugs are not detected during the design phase and proceed to tape-out, they can cause the chip’s
behavior to differ significantly from the intended design. In some cases, attackers may exploit these
bugs to insert hardware backdoors, leading to severe economic losses and security risks [43].

To uncover BDBs in Verilog simulators and synthesizers, recent research has explored differential
testing by randomly generating Verilog programs and executing them across multiple tools, then
comparing their simulation or synthesis outputs to identify inconsistencies [23, 43, 49]. This
approach has shown promising results. However, subtle differences in standard compliance among
Verilog simulators and synthesizers, such as how unknown values are propagated or how event
scheduling is handled, can cause differential testing across simulators and synthesizers to miss
potential bugs [53, 55]. Moreover, existing tools like TransFuzz [49] and Verismith [23] fail to account
for the syntactic characteristics of BDBs; they rely on random generation without considering
critical syntactic constructs that are likely to trigger BDBs. For instance, constructs like the case
statement, which is prevalent in state machine modeling [20], are overlooked in such tests. This
situation underscores the urgent need for a new approach to complement differential testing.

To comprehensively detect BDBs in Verilog simulators and synthesizers, an intuitive strategy is
to generate a set of semantically equivalent but syntactically diverse Verilog programs and perform
metamorphic testing on a single simulator or synthesizer. Comparing the output behaviors of
these equivalent programs can expose semantic deviations introduced during the simulation and
synthesis process. However, applying metamorphic testing [2, 4, 13, 21, 65] to Verilog simulators
and synthesizers presents three key challenges. The first challenge lies in generating structurally
diverse initial Verilog programs. The effectiveness of semantic-equivalence transformations heavily
depends on the structural characteristics of the initial Verilog code. If the generated code lacks the
syntactic structures necessary to trigger the relevant simulator or synthesizer logic, it becomes
difficult to expose potential BDBs. The second challenge is the difficulty of defining Verilog
semantic equivalence rules. In Verilog, every signal has a discrete bit-width and signedness attribute.
During expression evaluation, signals may undergo sign extension, zero extension, or truncation
depending on the context, and the signedness of an expression may implicitly change based on that
of the context operands. If these details are ignored and arithmetic identities such as (a + @ = a)
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or control-flow equivalences like transforming if statements into case statements are applied
blindly, they may inadvertently change bit-width or signedness, causing behavioral mismatches and
breaking semantic equivalence. The third challenge is how to efficiently detect BDBs. To detect
BDBs, it is typically necessary to simulate or synthesize multiple semantically equivalent programs
separately, and then compare their outputs one by one. This pairwise comparison is acceptable
when the number of variants is small, but as the transformation scale increases, the testing cost
grows linearly. In practice, to improve the likelihood of exposing bugs, multiple equivalent programs
are often compared simultaneously, resulting in significant testing overhead.

To address these challenges, we propose VeriEQ, a Verilog simulator and synthesizer testing
framework based on semantic-equivalence transformations, designed to effectively uncover BDBs.
To address the first challenge, we conducted an in-depth analysis of existing BDB cases and
systematically extracted code features highly correlated with bug triggering. These features include
the use of always blocks, hierarchical statement structures, and specific syntactic combinations such
as the signedness of signals in expressions and bit-select patterns. Based on this analysis, we designed
a Verilog program generation template. This template preserves the flexibility of behavioral-level
design while incorporating common triggering patterns, providing a more test-effective foundation
for subsequent semantic transformations. To address the second challenge, we introduce semantic
transformation rules tailored to Verilog, referred to as Equivalence Circuit Transformation Rules.
During code generation, VeriEQ dynamically infers the bit-width and signedness of all signals. It
then selects and applies transformation rules only when semantic equivalence constraints can be
guaranteed. This ensures that the transformed code behaves exactly the same as the original. To
address the third challenge, we introduce an inline deviation checking mechanism. Leveraging
the semantic equivalence among all metamorphic variants, we instantiate multiple equivalent
modules within the same testbench and drive them with shared stimuli. Their outputs are then
compared inline within the testbench. This approach avoids the redundant overhead of simulating
each variant separately, improving the efficiency of BDB detection.

We implemented and evaluated VeriEQ on three open-source simulators, Verilator [48],
CXXRTL [58], and Icarus Verilog [61], as well as one open-source synthesis tool Yosys [62]. VeriEQ
found a total of 33 bugs across these four Verilog simulators and synthesizers: 13 in Verilator, 2
in CXXRTL, 2 in Icarus Verilog, and 16 in Yosys. Among these, 29 bugs were BDBs. All 33 bugs
were confirmed by the tool developers, and 27 of them have already been fixed. In comparison,
Transfuzz was only able to find 7 bugs, while Verismith found none.

In summary, we make three key contributions:

e We propose a Verilog program generation template, semantic transformation rules, and an inline
deviation checking mechanism, which together enable effective testing of BDBs.

e We implement these methods in VeriEQ, and apply it to three open-source simulators and one
synthesis tool.

e Using VeriEQ, we discovered 33 previously unknown bugs. All of them are confirmed by devel-
opers, and 27 have been fixed. We open-source the VeriEQ ! for broader practical use.

2 Background
2.1 Verilog Simulators and Synthesizers

Verilog simulators and synthesizers are critical tools in modern digital circuit design workflows. In
practice, both simulators and synthesizers begin by performing front-end processing on Verilog code,
which involves lexical and syntactic analysis, abstract syntax tree construction, and intermediate
representation generation. To improve execution efficiency and reduce computational overhead,

1VeriEQ at: https://anonymous.4open.science/r/VeriEQ-5B2F

Proc. ACM Program. Lang., Vol. 10, No. OOPSLA1, Article 127. Publication date: April 2026.



127:4 Zhen Yan, Yuanliang Chen, Fuchen Ma, Zehong Yu, Dalong Shi, and Yu Jiang

both types of tools apply a range of optimization techniques, such as constant folding, mux tree
optimization, and register elimination and transformation [12, 24, 57, 69].

Although their front-end processing pipelines are similar, simulation and synthesis serve different
purposes. The goal of a simulator is to build an executable model that accurately mimics the
hardware behavior described by the Verilog code [56]. This model is then run under test stimuli
to drive the circuit, capture outputs, and verify functional correctness [5, 54]. These test stimuli
act as inputs to the program and typically involve module instantiation, input signal assignment,
and output signal collection. In contrast, the goal of a synthesizer is to translate the design into an
efficient gate-level implementation [6, 22, 52]. It achieves this by applying logic transformation,
Boolean simplification, and technology mapping to generate the final netlist. Existing works [23, 78]
often use formal verification to check whether the behavioral-level Verilog code before synthesis is
functionally equivalent to the gate-level netlist after synthesis, in order to detect potential bugs.
However, in practical testing, one can also compare the simulation outputs of the pre- and post-
synthesis designs under the same input stimuli to detect bugs. This approach allows the testing of
both synthesizers and simulators to be unified.

2.2 Metamorphic Testing

Metamorphic Testing (MT) is a widely adopted technique in scenarios where reliable test oracles
are unavailable [8, 9, 33, 37, 46, 47, 50]. Instead of relying on the correctness of individual outputs,
MT defines a set of metamorphic relations (MRs), which are expected logical relationships between
multiple inputs and their corresponding outputs, to indirectly identify program errors. For instance,
if a function f(x) satisfies the identity f(x) = f(x + 0), then the outputs of f(10) and (10 + 0)
should be identical; any discrepancy implies the presence of a potential bug,.

module top;
input wire signed [2:0] e;

1 module top; 1
2 input wire signed [2:0] e; 2
3 input wire [7:0] a, b; 3 input wire [7:0] a, b;

4  output wire [7:0] c, d; 4  output wire [7:0] c, d;

5 //a =b = 8'hFF -> c = 8'h00 5 //a =b = 8'hFF -> c = 8'h80
6 assign c = (a + b) >> 1; 6 assign c = (a+ b +0) > 1;
7 //e =3'h7 ->d = 8'hFF 7 //e =3'h7 ->d = 8'ho7
s assign d = e; s assign d = e + 3’do;
9 endmodule 9 endmodule

(a) Original Code (b) Transformed Code

Fig. 1. Code snippet showing how ignoring bit-width and signedness leads to an incorrect equivalence
transformation in Verilog.

However, applying MT to Verilog simulators and synthesizers validation presents unique chal-
lenges, primarily due to Verilog’s highly precise semantics regarding bit-width and signedness [1, 29].
As illustrated in Figure 1, some common arithmetic identities do not hold in Verilog. For exam-
ple, the transformation of the expression on line 6 using the identity (a + @ = a) resultsin a
semantically different expression in Verilog. This is because both a and b are 8 bits wide, while
the default width of @ is 32 bits. As a result, the right-hand side expression causes a and b to be
zero-extended to 32 bits, which may lead to mismatches in simulation results under certain input
stimuli. The transformation on line 8 avoids zero-extension by preserving bit-widths, but still
suffers from incorrect signedness handling. The signal e is signed, but adding the unsigned constant
3'd0 causes it to be cast to an unsigned value during computation, leading to incorrect results.
Therefore, to apply MT correctly in Verilog simulators and synthesizers validation, it is essential
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to incorporate bit-width- and signedness-sensitive transformation rules. This requires explicitly
tracking bit-width and signedness in the transformation context to ensure semantic consistency
before and after transformation, and to avoid false positives caused by subtle semantic deviations.

3 Motivating Example

Some BDBs hidden in Verilog simulators and synthesizers are difficult to detect yet can result in
severe consequences. A real-world example is a BDB found in Verilator, a widely used Verilog
simulator [45], which causes incorrect simulation results. Figure 2 shows the Verilog code snippet
that triggers the BDB, while Figure 3 presents the core code responsible for this bug.

1 module top(

2 input wire clock_9,

3 input wire clock_1,

4 input wire int,

5 output wire [7:0] out24

6 );

7 reg [7:0] reg_10;

8 initial begin

9 reg_10 = 0;

10 end

11 // expected to get 8'd3, but get 8'd1l

12 assign out24 = reg_10;

13 always @(negedge clock_1 or posedge clock_0) begin
14 if (clock_0) begin

15 reg_10 <= 0;

16 end else begin

17 // equal to reg_10 <= {1'b1, 1'b1}
18 reg_10 <= {1'b1, ~((in1 & ~(in1)))3};
19 end

20 end

21 endmodule
Fig. 2. ABDB in Verilator caused incorrect simulation results, posing risks to subsequent chip design.

This bug is caused by an incorrect optimization of the expression ~(in1 & ~(in1)). Verilator
first elaborates and optimizes the Verilog code and testbench into an executable simulation model,
taking nearly 10 seconds. During elaboration, Verilator performs constant propagation by analyzing
the bitwise operation tree. For example, when it encounters an AstAnd node like (a & ~a), it
applies the identity (a & ~a) == 0 to fold the expression into a constant zero. Because in1 has
only one bit, Verilator also sets the width of the result to one bit. However, when Verilator performs
the bitwise NOT operation on the optimized constant 1'b@, it mistakenly applies zero-extension
based on the width of the entire expression. As a result, in the expression {1'b1, 1'b1} (where
the second 1'b1 comes from the negation), the lower bits overwrite the upper bits. This produces
a wrong result of 1 instead of the expected value 3, which breaks the circuit’s functional logic.
This bug was finally fixed by keeping the width of the optimized constant limited to its minimal
required value during substitution.

Verilog simulators and synthesizers are widely used in chip design, verification, and automated
testing workflows. However, their vulnerabilities may silently introduce functional defects through
incorrect simulation or synthesis results, potentially compromising the correctness and reliability
of the entire hardware system. We can draw three important lessons from this case: (1) Structural
features play a critical role in triggering BDBs. This bug relies on specific patterns such as always
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void replaceConst(AstNodeUniop* nodep) {

== V3Number num{nodep, nodep->width()};

== nodep->numberOperate(num, VN_AS(nodep->1lhsp(), Const)->num());
4+t V3Number numv{nodep, nodep->widthMinV()};

5  ++ nodep->numberOperate(numv, constNumV(nodep->1hsp()));

6 t++ const V3Number& num = toNumC(nodep, numv);

7 UINFO(4, "UNICONST -> " << num << endl);

8 VL_DO_DANGLING(replaceNum(nodep, num), nodep);

SR RN

Fig. 3. The core code snippet of the example. It used incorrect bit-width information when replacing an
optimized constant during a unary negation operation.

blocks, concatenation expressions, and mismatched widths. Existing work such as TransFuzz
randomly generates netlist-level code interconnected through various operators but overlooks these
structural patterns. If the randomly generated Verilog code lacks such patterns, it may fail to trigger
similar issues even when the interconnection topology is diverse. To address this, VeriEQ introduces
Verilog code generation templates derived from an empirical study of BDBs. These templates serve as
a foundation for more effective transformations. (2) Semantic equivalence must account for precise
bit-width and signedness semantics. The Verilator bug stems from overlooking the semantic change
introduced by bit-width truncation during bitwise negation. When applying semantic-preserving
transformations, neglecting such subtleties (e.g., a & ~a = @) may easily break equivalence, posing
a distinctive challenge for VeriEQ. For instance, in this case, replacing ~(in1 & ~in1) with 1
(implicitly 32 bits) or 32'sd1 (signed) leads to a mismatch with the expected result 1'b1, due to in1
being 1-bit wide. To solve this, VeriEQ proposes equivalence circuit transformation rules, which
preserve semantics by incorporating width and signedness information during transformations.
(3) The cost of detection increases rapidly with the number of equivalence variants. Elaborating
and simulating the code in this example takes nearly 10 seconds. Existing works also suffer from
high verification overhead. For instance, TransFuzz performs differential testing across multiple
simulators, and its overall speed is limited by the slowest backend. Verismith and VeriXmith
rely on formal verification, which further slows down their testing process. In VeriEQ, if each
transformed variant were elaborated, simulated, and compared separately, the total cost would
increase linearly. To tackle this, VeriEQ employs an inline deviation checking mechanism, in which
multiple semantically equivalent modules are instantiated in the same testbench. Their outputs are
compared inline under shared stimuli to improve BDB detection efficiency.

4 Overview of Behavioral Deviation Bug

To effectively trigger BDBs, it is essential to understand the structural characteristics of Verilog
code that tend to expose such bugs. To this end, we conducted an empirical study of historical
BDB reports across major Verilog simulators and synthesizers, which guided the construction of
structurally diverse initial programs for later equivalence transformations. In the following, we
present our study methodology and findings.

4.1 Study Methodology

We conducted a rigorous empirical analysis of BDB using the open coding method. Our study
consisted of the following steps:
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Step 1. Data Collection: We collected BDBs from four widely used Verilog synthesis and
simulation platforms, namely Yosys, Verilator, CXXRTL, and Icarus Verilog. Specifically, we first
selected relevant issues from the issue trackers of these tools and filtered those whose titles or
contents contained the keywords "incorrect result,’ "wrong runtime result,’ or "inconsistent”. We
then further narrowed the scope by retaining only those issues that had an assignee or were labeled
with tags such as "bug" or "fix-pending". Next, we extracted key information from the description
of each candidate issue to determine whether it indeed belonged to BDBs, in particular, whether
it could lead to incorrect results after synthesis or simulation. In total, we confirmed 54 BDBs,
including 32 in Verilator, 12 in Yosys, 7 in Icarus Verilog, and 3 in CXXRTL. Notably, due to the
well-structured issue templates provided by developers, each case included information about the
triggering conditions as well as its specific symptoms. This stage of the study enabled us to clearly
characterize the fundamental properties of each BDB, laying a solid foundation for subsequent
in-depth analysis.

Step 2. Initial Coding: We conducted an in-depth study of the issues corresponding to each
collected BDB, gathering more detailed information. For BDBs that were confirmed but not fixed,
we carefully examined the discussions between developers and issue reporters, as well as the attack
vectors provided by the reporters and the abnormal behaviors they caused in the synthesizer or
simulator. For fixed BDB cases, we further reviewed the patches developers submitted to resolve
the bugs, in order to better summarize the root causes that triggered each BDB. For BDBs lacking
sufficient information, we directly analyzed the source code and reproduced the attack vectors
provided by the issue reporters to investigate their root causes and potential consequences.

Step 3. Categorization and Hypothesis Formation: We systematically categorized the BDBs
based on the Verilog code characteristics that led to them. This process enabled us to identify
patterns and commonalities across different BDBs, thereby laying the foundation for generating
high-quality Verilog programs that capture these shared features and serve as initial seeds for
equivalence transformations. Through statistical analysis, we further distilled three predominant
code characteristics, which guide subsequent BDB detection.

4.2 Findings

To generate higher-quality initial Verilog programs as seeds for subsequent equivalence transfor-
mations, and thereby more effectively uncover BDBs, we distill the following three findings to
guide the generation of initial Verilog code.

Finding 1. Small and shallow Verilog code snippets are sufficient to trigger BDBs: Among
the 54 identified BDBs, we found that all can be triggered by shallow signal propagation chains,
typically with a depth of no more than 6 levels. We assume that when a signal variable appears
as an operand in an expression, it represents one propagation of the signal in the circuit diagram.
Additionally, among the 10/54 BDBs involving sequential always blocks, 8 only require a single
sequential always behavioral block, and the remaining 2 can be manually simplified to cases
involving just one sequential always block as well. This finding suggests that, when generating
Verilog code for BDB detection, we can limit the depth of signal propagation to favor a wide rather
than deep circuit structure and restrict the design to a single sequential always block. Such a design
improves debugging efficiency and makes the minimized code easier to analyze. Moreover, using
only a single sequential always block can help reduce simulation overhead.

Finding 2. Some BDBs only manifest when signals are initialized to x: 6/54 BDBs can only
be triggered when certain input signals take the value x, which in Verilog represents an unknown
logic value. Although BDBs that require signals to take the x value are relatively limited in number
among the 54 cases, they often lead to severe consequences. For synthesizers, for instance, Yosys
bug #5014 [10] causes Yosys to incorrectly remove the entire module design when synthesizing
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a circuit where only a single signal is left as x. For simulators, Icarus Verilog bug #1074 [15]
produces incorrect simulation results when subtracting two signals whose bits are partially x-
initialized, which could potentially be exploited by attackers to inject backdoors into hardware
designs. In our empirical study of the 54 historical BDBs, we do not observe any cases related
to z values, and thus z-value handling is not a focus of our work. However, existing work such
as Verismith tends to overlook or underestimate the significance of x-valued inputs. In contrast,
TransFuzz relies on differential testing across multiple simulators. Since different simulators adopt
inconsistent strategies for handling x values, TransFuzz faces inherent difficulties in conducting
reliable differential analysis. Consequently, both approaches fail to detect bugs that manifest only
under these conditions. This finding highlights the need to not only generate Verilog code, but
also to carefully design the corresponding input stimuli to include scenarios where signals are
initialized with x. Doing so enables effective detection of BDBs that depend on x-value propagation.

Finding 3. BDBs are closely tied to some syntactic structures: Among the 54 BDBs, 15
involve bit-width mismatches during signal assignment. For example, Icarus Verilog bug #1099 [75]
was caused by a mismatch between port and signal widths, which led to their concatenation
being incorrectly optimized away. Another 13 involve shift operations. For instance, CXXRTL bug
#3820 [70] occurred when the result of a left-shift operation exceeded the valid range without
proper truncation, leading to incorrect simulation. 5 cases are related to the signedness of signals.
For example, Icarus Verilog bug #1165 [26] resulted from treating the outcome of a partial signal
selection as signed, which produced incorrect simulation results. In addition, 2 BDBs involve the
use of case statements. For example, Yosys bug #4317 [31] was triggered by incorrect handling
of the default branch, which led to wrong synthesis verification results. This construct has been
overlooked in some prior works [23, 49]. Although VeriXmith [78] considers such structures, it
failed to uncover this defect due to limitations in the effectiveness of its mutation algorithms
and testing efficiency. In addition, 8 BDBs involve various forms of combinational logic, such
as NOT, OR, and AND. These observations suggest that the initial program generation process
should increase the occurrence probability of these syntax structures to better cover semantic
boundaries where simulators and synthesizers are prone to errors. In particular, operators that are
more likely to trigger BDBs should be assigned higher generation weights. Moreover, the design of
equivalence transformation rules should also place particular emphasis on these syntactic structures
that frequently lead to BDBs.

5 Design
5.1 VeriEQ Workflow

Figure 4 illustrates the workflow of VeriEQ, which consists of the following 7 steps: (1) We begin
by analyzing historical BDB cases, summarizing common code characteristics and constructing a
Verilog template. Based on the Extracted BDB Patterns in the template, VeriEQ generates an initial
Verilog program that is more likely to trigger BDB. During generation, it tracks the bit-width and
signedness of all variables in each expression. (2) Using the Test Stimulus Patterns defined in the
template, VeriEQ generates appropriate stimulus inputs for each input signal in the Verilog design.
(3) It then analyzes the syntactic structure of the initial Verilog code to select applicable equivalence
transformation rules. (4) The selected equivalence rules are applied to transform the initial Verilog
program, generating multiple semantically equivalent variants. (5) VeriEQ constructs an inlined
deviation testbench that embeds all code variants and test stimuli into a single module, allowing
their outputs to be compared simultaneously during simulation. (6) The generated testbench is
sent to the target Verilog synthesizer or simulator. When targeting synthesizers, VeriEQ performs
indirect testing by comparing simulation results before and after synthesis optimizations. For
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Initial Code Generator Equivalent Code Transformer Bug Detector

DUT
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Fig. 4. The workflow of VeriEQ. It contains three main components: (1) Initial Code Generator for generating
initial Verilog programs; (2) Equivalent Code Transformer for applying equivalence-preserving transformations
to produce semantically equivalent variants; (3) Bug Detector for identifying potential bugs.

simulators, direct elaboration and simulation are performed. (7) Finally, the Anomaly Monitor
monitors the entire testing process and outcomes. It identifies any behavioral mismatches or hangs
and generates detailed error reports for further analysis.

5.2 Verilog Template Definition and Generation

Based on our findings of how BDBs are typically triggered, we design a Verilog generation template
consisting of two main stages: generating an initial Verilog module based on BDB-triggering
patterns, and generating input stimuli for simulation.

(Module) ::= module (CombBlock) (SeqBlock) (OutExpr) endmodule
(CombBlock) ::= (Expr)*
(SeqBlock) ::= always @( (ClockStmt)) (SeqExpr)* ) end
(Expr) ::= Operator((Expr)*) | (Signal) | (Constant)
(SeqExpr) == (ifStmt) | (caseStmt) | (Expr)
(ClockStmt) ::= (posedge | negedge) (Signal)
(if Stmt) := if ((Expr)) (SeqExpr)

{else if ((Expr)) (SeqExpr)}

[else (SeqExpr)]
(caseStmt) ::= case ((Expr)) {{caseltem)} endcase
(caseltem) ::= (Expr) : (SeqExpr)*
(OutExpr) = Concentrate({Signal)™)

Fig. 5. Syntax of generated Verilog modules.{Module) represents the entire Verilog module, which consists
of combinational logic blocks {CombBlock) containing only combinational circuits, sequential logic blocks
{SegBlock) involving sequential circuits, and a final {OutExpr) that concatenates all outputs. Operator()
denotes all operators used in combinational logic, such as “+”, “«”, “||”, and “&” for arithmetic and Boolean
operations, while Concentrate() represents the operation of aggregating all output signals using addition,
where output signals refer to those not used as operands in any expression. {Token)* indicates that the

symbol {Token) may appear repeatedly.

Figure 5 illustrates the syntactic constructs present in the Verilog code generated by VeriEQ. The
initial code includes input signal declarations, a combinational logic block, and a sequential always
block (Finding 1), together forming a complete Verilog module. The combinational block contains
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a variety of arithmetic and Boolean expressions <Expr>, with shift operations appearing more
frequently to increase the likelihood of triggering BDBs (Finding 3). Each <Expr> may be a signal
<Signal>, a constant <Constant>, or an operation applied to multiple sub-expressions. The sequential
block <SegBlock> incorporates behavioral constructs such as if-else and case statements, which
are designed to expose BDBs related to high-level syntax (Finding 3). The triggering condition
of <SeqBlock> is defined by <ClockStmt>. During our empirical study, we observed that BDBs are
independent of clock signal selection. Therefore, for simplicity, we use a single external input signal
as the clock.

<Signal> denotes a signal variable in Verilog, which can be either a register (reg) or a net type
(wire). For simplicity, we abbreviate <Signal> as s in the following discussion. Each signal in
a module is associated with five attributes: the declared bit-width Bgec(s), declared signedness
Sdecl (), effective bit-width Beg(s), effective signedness Seq(s), and depth D(s). The depth of a signal
D(s) is defined as the number of intermediate signals between it and the module’s inputs. All
input signals are assigned a depth of zero. The declared bit-width Bgec1(s) and declared signedness
Sdec1 (s) represent the bit-width and signedness explicitly specified when the signal is declared. In
contrast, the effective bit-width Beg(s) and effective signedness Seg(s) reflect the bit-width and
signedness that actually take effect when the signal s is used in a particular expression context.
These effective attributes must be inferred according to context-sensitive rules and may vary across
different expressions. Initially, all four attributes, namely Bgecl (s), Sdeci ($), Bef(s), and Seq(s), are
unspecified when the signal is first created and are later determined through Algorithm 1.

Algorithm 1 Initial Verilog Module Generation

Input: Nj,: Number of input signals; target_size: Target number of signals

Output: M: Verilog module

S {s1,...,5N,}

M.setInput(S)

M.GenerateSegBlock(S)

while |S| < target_size do
E, spew < GenerateExpr(S)
Snew-assign(E)
D(Spew) ¢ 1+ maxseg(D(s))
S« SuU{s}
M.addCombOrSeq(E, spew)

end while

: for s € SortByDepth(S) do
InferAttr(s)

end for

O « MergeUnused(S)

: M.setOutput(O)

return M

R A A A

e e
N U W N = O

Algorithm 1 describes how the Verilog template generates the initial Verilog code following
the syntax defined in Figure 5. The template maintains a pool of defined signals, which initially
contains only the input signals (lines 1-2). It then constructs a sequential block following the
<SeqBlock> grammar in Figure 5, selecting one signal from the pool to serve as the clock signal.
The behavioral statements inside the block are initialized with placeholders, which will be filled
in later once expressions are generated (line 3). In the expression generation phase (lines 4-10),
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a subset of signals is randomly selected from the pool to form a new expression, with selection
biased toward shallower signals. Specifically, the probability of selecting a signal s is weighted
by the formula 1/(1 + D(s)). This strategy helps limit the overall expression depth and localizes
potential bugs (Finding 1). When forming a new expression, a signal can either appear as a variable
or be expanded into its corresponding expression tree. A new signal is then created and assigned
the generated expression, with its depth set to one plus the maximum depth among its operands.
This expression is randomly inserted into either the combinational or the sequential block. For
sequential blocks, insertion corresponds to replacing the previously generated placeholder. The
newly defined signal is then added to the pool for subsequent use. After expression generation
completes, the template performs attribute inference starting from the deepest signal (lines 11-13).
It recursively traverses the sub-expressions of each signal to assign actual bit-width and signedness
attributes. Specifically, for the deepest signals, we randomly initialize their bit-width and signedness.
We then traverse their connected sub-signals, recording these properties for each one. Next, the
signals are visited in descending order of depth. For each signal, if its bit-width has not yet been
recorded, it is initialized with a new width; its signedness is chosen to balance the number of signed
and unsigned sub-signals. These assigned attributes are propagated to the signal’s sub-signals and
recorded accordingly, continuing this process until the Bgecl(s) and Sgec1(s) have been initialized
for all signals. This process ensures sufficient diversity in bit-widths and a balanced distribution
of signed and unsigned types among signals within each expression (Finding 3). Finally, in lines
14-15, the template collects all signals that are not used on the right-hand side of any assignment
and merges them via addition to construct the module’s output signal.

In the stimulus generation stage, the template randomly selects a subset of input signals that are
left unassigned during simulation, so their initial values remain x, enabling the detection of BDBs
related to undefined inputs (Finding 2). For the remaining inputs, multiple rounds of simulation
stimuli are generated for covering a wide range of sequential behaviors. In each round, every signal
is assigned a random value within the range allowed by its bit-width. In practice, most bugs are
triggered within a small number of stimulus cycles, and using more cycles brings little additional
benefit while increasing simulation cost. Therefore, each stimulus round is limited to 20 cycles to
balance bug coverage and simulation cost.

5.3 Equivalence Circuit Transformation Rules

In this step, VeriEQ applies a set of equivalence circuit transformation rules to the initial Verilog
program to generate a collection of semantically equivalent but syntactically diverse code variants.
We generate 10 variants by default, and this number is configurable. Applying equivalence rules to
Verilog code is non-trivial. Bit-width and signedness properties of signals can significantly affect the
semantics of expressions, potentially leading to incorrect behavior if ignored. Specifically, during
evaluation, a Verilog expression computes its effective bit-width Beg and effective signedness Se in
a bottom-up manner, based on the declared attributes Bgeci(s) and Sqeci (s) of its sub-expressions
(with the lowest-level sub-expressions being signals). The resulting Beg and Seg are then propagated
to each signal s involved in the expression. Therefore, the validity of a constraint-based equivalence
rule depends on the signals’ effective attributes Beg(s) and Sex(s), rather than their declared
attributes Bgec1(s) and Sgec1(s). Therefore, VeriEQ first infers Beg(s) and Seg(s) of each expression
in the code before applying any transformation. We first describe this inference process, followed
by an explanation of how the transformation rules are applied.

Bit-width and Signedness Inference. VeriEQ begins by inferring the signedness of each
expression recursively, following the rules defined in IEEE Std 1364-2005 [1]. Specifically, if any
subexpression is unsigned, the entire expression is treated as unsigned; only when all subexpressions
are signed is the parent expression considered signed. Note that constants and signals are also
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treated as expressions in this context. The effective signedness of a compound expression E is then
recursively inferred from its immediate subexpressions as follows:

signed if VE; € Sub(E), Se(E;) = signed
unsigned otherwise

Seﬁ(E) = {

Next, based on the same standard, VeriEQ infers the effective bit-width Bg(E) of each expression
recursively over the expression tree. Since Verilog supports a wide variety of expression types,
including arithmetic, bitwise, logical, relational, and shift operators, the inference rules vary
accordingly. As an illustrative example, for a binary arithmetic operation such as addition, the
resulting bit-width is always determined by the maximum bit-width of the two operands, as
specified in IEEE Std 1364-2005 [1]:

Beff(El + EZ) = max (Beff(El)a Beff(EZ))

This is contrary to the intuitive assumption that, when the two operands have equal bit-widths,
the result should have a bit-width increased by one. Once the effective bit-width and signedness of
an expression are determined, these properties are propagated downward to its subexpressions,
meaning that the top-level expression’s Beg(E) and Seg(E) are assigned to all of its subexpressions
as their context-driven attributes.

Equivalence Transformation Rules. To generate semantically equivalent variants of the
original Verilog code, VeriEQ applies a set of carefully designed transformation rules, as listed in
Table 1. To formally describe the applicability conditions of these rules, we introduce the following
notations for conciseness: B(E) denotes the effective bit-width of the expression E, S(E) denotes
its effective signedness, P; represents a code block within a conditional statement, Z denotes the
set of integers, 1'b@ is a one-bit constant with value zero, and MAX_V is the maximum allowed
shift value, set to the maximum of uint64. These rules can be broadly categorized into two types.

The first category consists of Arithmetic Equivalence Rules, which encode general algebraic
identities such as the commutativity of addition and multiplication. Most of these rules require
constraints on the effective bit-width Beg and signedness Se of expressions to ensure semantic
equivalence after transformation. Among them, several rules (A1-A3, A7-A14) are inspired by
the optimization patterns observed in the Yosys synthesis tool [73] and prior work [76, 77]. Other
rules are derived from empirical observations of BDBs collected during our study. For instance,
rules A4 and A5 are inspired by Verilator Bug #4857 [16], rule A6 by Verilator Bug #4864 [18], rule
A15 by Verilator Bug #4709 [14], and rules A16-A19 by a combination of Yosys Bugs #4844, #4164,
#3748 [17, 19, 71] and Icarus Verilog Bug #1165 [27]. These arithmetic rules primarily apply to
expressions in combinational logic blocks and the dataflow components of sequential logic blocks.

The second category includes Control Flow Equivalence Rules, which target transformations of
control-flow constructs within sequential logic blocks. Rules B1, B2, and B4 implement transforma-
tions between semantically equivalent case and if statements, inspired by Yosys Bug #4317 [32].
Rule B3 performs equivalence-preserving transformations by inserting syntactically valid but
semantically unreachable branches into case statements. These dead branches do not affect the
functional behavior of the design but enable the generation of semantically equivalent variants with
altered control-flow structure. This transformation strategy is inspired by prior work on compiler
testing that leverages dead code to expose optimization inconsistencies [30].

The rules are only applicable when their associated constraints are satisfied. Since applying one
rule may yield a new expression that satisfies another rule, the transformation process may recurse.
To avoid infinite transformation, VeriEQ limits the number of transformations per expression to a
maximum of 6. This limit also aligns with our Finding 1 that most BDBs are triggered via shallow
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Table 1. Equivalence circuit transformation rules, categorized into Arithmetic Equivalence Rules and Control
Flow Equivalence Rules. Some rules are only valid under specific constraints. Here, E denotes an expression;
B(E) and S(E) represent the effective bit-width and signedness of E, respectively; P; denotes a code block
within a conditional statement; Z denotes the set of integers; and MAX_V is the maximum allowed shift
value, set to the maximum of uint64.

# Equivalence Rules Constraints

Category A: Arithmetic Equivalence Rules

Al div(E,1) & E S(1) = S(E); B(1) = B(E)
A2 add(E,0) & E S(0) =S(E);B(0) = B(E)
A3 mul(E,1) & E S(1) =S(E); B(1) = B(E)
A4 1’b1 & not(E) E =0;S(E) = unsigned
A5 1’b0@ & not(E) E # 0; S(E) = unsigned
A6 and(E,not(E)) < @ S(0) =S(E); B(0) = B(E)
A7 ge(E1, Ez) & le(Ey, Eq) -

A8 or(Eq, E;) & or(Ez, Eq) -

A9 or(E,B(E){1’b0}) < E S(E) = unsigned

A10 and(E,B(E){1’b1}) & E S(E) = unsigned

All xor(Eq, E;) > xor(E3, E1) -

A12 and(Ey, E;) < and(E,, E) -

A13 add(Ej, Ey) & add(E;, E) -

Al4 mul(Eq, E5) < mul(Ey, E;) -

Al5 E o {E[i]|i=B(E)—1...0} E € Z, E[i]: i-th bit

Al6 0 <> shl(E,r), r € [B(E),MAX_V] S(0) = S(E); B(0) = B(E)
A17 0 & shr(E,r), r € [B(E), MAX_V] S(0) = S(E); B(0) = B(E)
A18 0 < Ishl(E,r), r € [B(E), MAX_V] S(0) = S(E); B(0) = B(E)
A19 0 <> ashr(E,r), r € [B(E), MAX V] S(E) = 5(0) = unsigned

Category B: Control Flow Equivalence Rules
if(E; == Ez) P; else P,
B1 7 -
case(E;) Ej: P,; default: P;; endcase

if(E) P else Py
B2 0 -
case(E) 1’b0 : Py; default : P;; endcase

case(E;) Es:Py; E3:Ps; ... Ep: Pp; default:Py; endcase S(E;) = unsigned, Vi € [2,n],
B3 1 En1 € Z,
case(Ey) Ez:Py; E3:Ps; ... E, i Py; Epyq : Ppyq; default:Py; endcase Eper > 280 —1

case(E;) Ep:Ps; E3:Ps; ... E, : P,; default:P;; endcase
B4 0
if(E; == Ey) Py; else if(E; == E3) Ps3; ... else if(E; == E;) Py; else Py;

S(E:) = S(Ey), Vi € [2,n],
B(E;) = B(Ey), Vi € [2,n]

expression chains. Meanwhile, because our design incorporates a set of fundamental semantic-
preserving transformation rules (e.g., A2), there is typically at least one applicable equivalence
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rule for any given program. As a result, VeriEQ will not encounter cases where no transformation
rule can be applied. To illustrate how these rules work in practice, we refer to the motivating
example in Section 3. Starting from the initial code reg_10 <= 2’d3, VeriEQ applies Rule A15
to transform 2’d3 into {1’b1, 1’b13}. Then, Rule A4 transforms the second 1’b1 into ~(1’b0),
and Rule A6 further transforms 1’b0 into ~((in1 & ~in1)). This results in the final expression
{1’b1, ~((in1 & ~in1))3}, which is semantically equivalent to the original but produces different
simulation results, thereby successfully exposing a BDB.

5.4 Bug Detection

To efficiently detect the occurrence of BDBs, it is necessary to compare the outputs of a set of
semantically equivalent Verilog programs generated in the previous step under identical input
conditions. If we follow the conventional approach of elaborating, simulating, and comparing
outputs for each Verilog program independently, the overall cost grows linearly with the number of
equivalent programs under test. This becomes unacceptable when dealing with some slow Verilog
simulators or synthesizers.

| Input Signals and Stimuli | | Input Signals and Stimuli |
connect tlie input ports l connect the input ports l
. Equivalent | Synthesizer | Optimized
| Equivalent Modules | Modules IE:W’| Modules
connect theloutput ports lconnect the output portsl
| out_l==out_2==...==out_n | out_l==out_2==...==out_n
(a) Simulator Testbench (b) Synthesizer Testbench

Fig. 6. The inline deviation testbench connects external inputs to equivalent modules and compares all
outputs through internal equality checks.

Inline Deviation Checking Mechanism: To address this, we propose an inline deviation
checking mechanism. As shown in Figure 6, VeriEQ first defines a set of external input signals in the
testbench, implemented as reg variables, whose bit-width and signedness match those of the original
Verilog program’s input signals. These external signals are assigned values in each simulation round
according to the stimulus patterns derived from the original code. Next, the equivalent Verilog
modules generated through program transformation are instantiated within the same testbench.
All modules share the same external input signals, while their outputs are connected to separate
external output wires. To determine whether these modules produce consistent results, VeriEQ
connects all output signals in the testbench using a series of equality expressions. For synthesis tools,
VeriEQ feeds the same set of semantically equivalent programs into the synthesizer to obtain the
optimized modules. It then uses the fastest simulator to execute the previously described testbench
comparison process, in order to detect any semantic deviation introduced during synthesis and
thereby expose potential BDBs. This mechanism improves the efficiency of differential testing and
also avoids behavioral discrepancies across different simulators and synthesizers.

Anomaly Monitor: Beyond detecting incorrect outputs, our investigation reveals that Verilog
simulators and synthesizers also suffer from hangs. To ensure comprehensive bug detection, VeriEQ
monitors for two categories of anomalous behavior during inline deviation checking: incorrect
outputs and hangs. Incorrect results are identified by simulating the generated testbench and
checking whether the final output expression evaluating the equality of all outputs is always true.
If not, VeriEQ records the violating modules along with the original code for further analysis. For
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hang detection, we employ two mechanisms. First, if the simulation or synthesis process exceeds a
predefined timeout threshold, the process is forcibly terminated, and the corresponding test case is
preserved for further analysis. In our experiments, we set this threshold to 30 seconds, since almost
all generated Verilog programs complete synthesis or simulation within 5 seconds. Second, if the
size of the log file generated during simulation or synthesis exceeds a predefined limit, the process
is also terminated. We set this limit to 50 MB, as the log files of normal runs are typically smaller
than 5 MB. Once a proof-of-concept (PoC) for a potential hang bug is obtained, we repeat the test
five times, and report it to the developers only if the issue is consistently reproducible. The second
mechanism helps prevent excessive log generation caused by infinite loops, which could otherwise
occupy system resources and block other testing processes.

6 Implementation

We implemented VeriEQ and evaluated it on four widely used Verilog simulators and synthesizers:
Verilator v5.035 [63], Icarus Verilog v13.0 [60], CXXRTL v0.50 [59], and Yosys v0.50 [74]. Among
them, Verilator, Icarus Verilog, and CXXRTL serve as simulators, each supporting different simula-
tion models and workflows. Verilator elaborates Verilog code into cycle-accurate C++ simulation
models, which are then compiled and executed to perform high-speed simulation. Icarus Verilog fol-
lows a traditional two-stage workflow: it elaborates Verilog code into an intermediate vvp bytecode
format, which is subsequently interpreted by the vvp runtime engine during simulation. CXXRTL,
built as a backend within Yosys, also elaborates Verilog into C++ code, but uses a bit-accurate signal
representation and requires writing a C++ testbench to drive the simulation. Yosys, as a synthesis
tool, performs a series of logic transformations, constant propagation, and technology mapping
passes to optimize Verilog code before translating it into gate-level netlists. The implementation and
evaluation across these diverse tools demonstrate VeriEQ’s simulation- and synthesis-compatible,
and scalable capabilities.

VeriEQ Components

Module Variant Generator Simulation Generator

| Template-Guided Code Generator| | Input Stimulus Generator |
| Equivalence Transformer | | Testbench Assembler |
| Target Code Generator | | Simulation Compiler Driver |

Bug Detector

| Inconrrect Result Detector | | Process Hang Detector |

Fig. 7. The components of VeriEQ are divided into three parts: the Module Variant Generator for generating
multiple equivalent Verilog modules, the Simulation Generator for producing simulation files for target-
specific platforms, and the Bug Detector for identifying BDBs.

Figure 7 illustrates the components of VeriEQ, which are divided into three main parts. The
first part is the Module Variant Generator, responsible for generating the initial Verilog module
based on a predefined template, constructing a set of semantically equivalent modules using
equivalent transformation rules, and converting them into the target-specific module formats
required by simulators such as CXXRTL and Verilator (e.g., C++ style wrappers). The second part
is the Simulation Generator, which generates the input stimuli and testbench for the modules, and
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conducts the simulation process to produce executable outputs. The third part is the Bug Detector,
which checks for possible bug manifestations at each stage of the workflow. Most components
of VeriEQ are designed to be independent of the specific simulator or synthesizer being tested.
When porting VeriEQ to a new Verilog simulator or synthesizer, only a small portion needs to be
adapted, while the majority of the framework remains unchanged. Specifically, the Target Code
Generator must be updated to map intermediate representations and testbenches to the input
format expected by the new simulator or synthesizer. This step typically involves straightforward
one-to-one mappings. Additionally, the Simulation Compiler Driver must be modified to reflect
the new elaboration and simulation commands, which in practice usually requires only minor
adjustments to a few lines of code.

7 Evaluation

We evaluate VeriEQ on four Verilog simulators and synthesizers: three open-source simulators
(Verilator, CXXRTL, and Icarus Verilog) and one open-source synthesizer, Yosys. Our evaluation
aims to answer the following three research questions:

e RQ1: Can VeriEQ detect real-world BDBs in Verilog simulators and synthesizers?

e RQ2: How does VeriEQ perform compared to state-of-the-art testing tools for Verilog simulators
and synthesizers?

o RQ3: How efficient and accurate is VeriEQ?

7.1 Evaluation Setup

Metrics and Settings: In our evaluation, we employ two primary metrics: (1) the number of unique
bugs detected, which reflects the bug-finding capability of the tool, and (2) the execution throughput,
measured as the number of test cases executed within a fixed period of time, which evaluates
the testing efficiency. Our experiments are conducted on four mainstream Verilog simulators and
synthesizers: Verilator v5.035, Icarus Verilog v13.0, CXXRTL v0.50, and Yosys v0.50. All experiments
are conducted on an Ubuntu 22.04.3 system with Linux kernel version 5.15.0, deployed on a 64-bit
physical machine equipped with 256 CPU cores (AMD EPYC 7763 64-Core Processor) and 1 TB
of memory. To facilitate comprehensive vulnerability detection, we instrumented all four Verilog
simulators and synthesizers with AddressSanitizer (ASan) and UndefinedBehaviorSanitizer (UBSan).

Compared Tools: We compare VeriEQ with three state-of-the-art Verilog testing tools: Trans-
Fuzz, Verismith and VeriXmith. TransFuzz randomly generates cell-level netlists. It runs the same
netlist on different simulators and compares the results to find potential BDBs. Verismith focuses
on synthesis testing. It generates large behavioral-level Verilog programs using predefined syntax
rules. Then, it synthesizes the code into gate-level netlists and uses formal verification to check
if the synthesized behavior matches the original. VeriXmith, on the other hand, mutates Verilog
code collected from open-source repositories as well as code randomly generated by Verismith. It
then uses formal verification to check whether the mutated code produces identical results across
multiple simulators and synthesizers.

7.2 BDB Detection in Real-World Verilog Simulators and Synthesizers

We run VeriEQ on the four Verilog simulators and synthesizers for a total of 48 hours to discover
potential bugs. For the three simulators (Verilator, CXXRTL, and Icarus Verilog), we directly feed
the generated Verilog code into each tool, elaborate and simulate it, and then check the output
results. For the synthesis tool Yosys, we input the Verilog file into Yosys, apply its optimization
passes, and extract the optimized code. We then simulate both the original and optimized code
using Icarus Verilog and compare their outputs. We choose Icarus Verilog because it is the fastest
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Table 2. Bugs detected in mainstream Verilog simulators and synthesizers. Among them, 29 are classified as
BDB and additional 4 hang bugs. Bug identifiers are partially anonymized to support the double-blind review
process.

# Platform Bug Type The Root Cause Analysis Status Identifier
1 Yosys Hang synth_greenpak4 enters an infinite loop due to unguarded signal processing condition. Fixed Bug#xxx2
2 Yosys Hang synth_efinix repeatedly inserts enable logic without reaching a termination condition. Fixed Bug#xxx9
3 Yosys Hang Integer overflow in AUTONAME pass leads to unexpected looping behavior in naming logic. Fixed Bug#xxx3
4 Yosys Incorrect Result  synth_coolrunner2 yields incorrect output due to mishandling of uninitialized control paths. Fixed Bugi#xxx4
5  Yosys Incorrect Result MICROCHIP_DSP logic dereferences null pointer during synth_microchip execution process. Fixed Bugi#xxx5
6 Yosys Incorrect Result ~ synth_efinix asserts signal_list[id1].bit.wire is null during pass signal linking. Fixed Bug#xxx7
7 Yosys Incorrect Result  Multiple $add cells drive same signal; assertion fails inside signal merging routine. Fixed Bugi#xxx1
8  Yosys Incorrect Result  False-positive proc_arst detection causes invalid reset logic to be incorrectly inserted. Fixed Bug#xxx3
9 Yosys Hang read_aiger -xaiger causes hang in synth_intel_alm due to recursive feedback path. Confirmed Bug#xxx7
10  Yosys Incorrect Result ~ Shift optimization fails when shift amount exceeds safe constant boundary range. Fixed Bugi#xxx9
11 Yosys Incorrect Result Integer overflow during large constant shift causes invalid wire assignment result. Fixed Bug#xxx1
12 Yosys Incorrect Result ~ Signed right-shift with large constant not handled correctly during optimization. Fixed Bug#xxx5
13 Yosys Incorrect Result read_verilog mishandles directory path inputs, skipping or misinterpreting files. Fixed Bugi#xxx3
14 Yosys Incorrect Result  Signal declaration silently fails due to overflowed bit-width in internal pass. Confirmed Bug#xxx1
15 Yosys Incorrect Result  Power operator folding loses x-propagation when signed exponent is statically folded. Confirmed Bug#xxx5
16  Yosys Incorrect Result nlutmap triggers heap-use-after-free when LUT reuse detection is improperly triggered. Confirmed Bug#xxx6
17 CXXRTL Incorrect Result Signed value not extended before shift operation, leading to inconsistent behavior. Fixed Bugi#xxx4
18 CXXRTL Incorrect Result udivmod returns incorrect results when input width exceeds logical limit due to ctlz() misbehavior. Fixed Bug#xxx8
19 Verilator  Incorrect Result Signed value and unsigned constant matched improperly in behavioral case expression. Fixed Bug#xxx8
20 Verilator  Incorrect Result One-bit wire emits multi-bit value in simulation due to faulty internal evaluation. Fixed Bugi#xxx3
21 Verilator  Incorrect Result Constant $display propagation fails with signed value, producing wrong formatted output. Fixed Bug#xxx3
22 Verilator  Incorrect Result 4-state variable with -fno-expand causes unexpected internal assertion failure. Fixed Bug#xxx9
23 Verilator  Incorrect Result Assignment behavior diverges under -fno-expand due to inconsistent netlist flattening. Fixed Bug#xxx2
24 Verilator  Incorrect Result $display truncates signed slices with %b and misinterprets values with %d format. Fixed Bug#xxx3
25 Verilator  Incorrect Result Ternary with bit-slice and shift optimized incorrectly, producing wrong output. Fixed Bug#xxx3
26 Verilator  Incorrect Result ~Arithmetic right-shift with large constant results in incorrect sign-bit propagation. Fixed Bugi#xxx4
27 Verilator  Incorrect Result DFG-level transform misoptimizes signed comparison between unrelated bit-widths. Fixed Bug#xxx0
28 Verilator  Incorrect Result Stack buffer overflow triggered by large-width division or modulo simulation path. Fixed Bug#xxx3
29 Verilator  Incorrect Result Optimizer transforms conditional expression and silently alters output computation. Fixed Bugi#xxx7
30 Verilator  Incorrect Result Optimization on shifted-out variable fails to preserve original signal semantics. Fixed Bug#xxx6
31 Verilator  Incorrect Result Signed int return type causes truncation when used in high-width signal assignment. Confirmed Bug#xxx3
32 IVerilog  Incorrect Result StringHeap fails due to unsafe realloc on malformed token stream. Confirmed Bug#xxx6
33 IVerilog  Incorrect Result case statement fails due to mismatch between signed reg and unsigned constant. Fixed Bug#xxx7

simulator in our experiments. When a mismatch is found between the pre- and post-synthesis
designs, we check the same programs with other simulators. If all simulators show the mismatch,
we treat it as a bug in the synthesizer; otherwise, it is considered a bug in Icarus Verilog. In both
cases, we keep the proof-of-concept (PoC) and report it to the developers.

Bug Overview: In total, VeriEQ uncovered 33 previously unknown bugs: 16 in Yosys, 2 in
CXXRTL, 13 in Verilator, and 2 in Icarus Verilog. A summary of these bugs is provided in Table 2.
All of these bugs have been confirmed by the developers, and 27 of them have already been fixed.
This reflects the developers’ recognition of and attention to the bugs we discovered. Among the
33 bugs, 29 are BDBs that cause the simulators or synthesizers to produce outputs inconsistent
with semantically equivalent code during simulation or synthesis. These subtle errors do not raise
explicit failures but can silently introduce functional deviations, potentially leading to incorrect
chip behavior and serious reliability or security issues. Another 4 bugs cause the tools to hang,
either by freezing during elaboration or flooding logs until disk space runs out. These hangs waste
resources and can stall the entire design or verification workflow. Notably, VeriEQ successfully
uncovered BDBs across all four platforms, indicating that such bugs are widespread in mainstream
Verilog tools. This also demonstrates VeriEQ’s strong adaptability and practical effectiveness across
diverse Verilog simulators and synthesizers.
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Feedback from Developers: During our investigation of BDBs, we observed that some past
issues related to BDB had been rejected or closed by developers without thorough examination.
This was often because the code triggering the bug was randomly generated by fuzzers and tended
to be overly long and complex, making it time-consuming for developers to identify the root cause.
Thanks to the use of Verilog templates, the code generated by VeriEQ is typically concise and
well-structured. We randomly sampled 5,000 initial Verilog programs used in our experiments.
These programs have an average size of approximately 70.17 lines of code, with the largest one
containing about 120 lines. Developers have responded promptly and positively to our reports,
often confirming the bugs within a day or two. This makes it easier for developers to locate and
minimize the problematic code fragments that trigger BDB. Furthermore, the equivalence rules
defined in our system allow VeriEQ to generate many unexpected and interesting test cases that
are often overlooked by developers. As a result, the bug reports submitted by our tool are generally
of high quality. Notably, several bugs we reported for Verilator have been added to its unit test
suite. We also received positive feedback from developers acknowledging our contributions. For
example, the developers of Verilator and CXXRTL commented on our issues with remarks such as:
"Nice find, thanks!" "Thanks for the interesting case." and "I think your bug reports are fantastic."

1 module top (in3, in4, outl1@);

2 input wire [7:7] in3;

3 input wire [23:16] in4;

4 wire [29:29] wire_2;

5 output wire [28:14] out10;

6 // assign wire_2 = in3 ? {4{14'b0101111013}} : (1'b0);

7 assign wire_2 = in3 ? {4{14'b010111101}} : (in4[18] >> 8'b1);
8 assign outl1@ = wire_2;

9 endmodule

Fig. 8. A BDB detected by VeriEQ via Arithmetic Equivalence Rule A17. This BDB is triggered because
Verilator’s BitOpTree construction missed the implicit masking operation & 1.

Bug Study 1: Incorrect Bit Shift. Figure 8 shows a BDB detected by VeriEQ. The equivalence
between line 6 and line 7 is derived from our Arithmetic Equivalence Rule A17: @ < shr(E, r),
r € [B(E), MAX_V]. VeriEQ identifies the constant 1'b@ and replaces it with a logical right shift of
a 1-bit expression by a value greater than its bit-width. Theoretically, these two lines should be
semantically equivalent, as in4[18] is a single-bit value, and shifting it by 1 should discard the only
bit and result in 1'b@. However, Verilator’s BitOpTree construction did not handle this correctly.
It missed the implicit masking operation & 1, and as a result, the expression (in4[18] >> 1)
was incorrectly treated as preserving the original bit value. This led to wire_2 being wrongly
computed as 1 instead of @ under certain input vectors, making the output diverge from that of the
equivalent code. To fix this bug, developers added special handling for single-bit shifts: when the
width is 1 and the shift amount removes the bit entirely, the result is forcibly set to @. Thanks to
our shift-related equivalence transformation rules, VeriEQ was able to discover this bug within ten
minutes, demonstrating its powerful detection capability.

Bug Study 2: Incorrect Relational Operator Optimization Invocation. Figure 9 presents
another BDB discovered by VeriEQ. The two expressions on line 6 and line 7 are constructed using
the Arithmetic Equivalence rule A7: ge(E1, E;) < le(E,, E1). Although this rule appears simple,
it exposes a deeply hidden BDB. Specifically, when evaluating expressions like (-a <= a), the
simulator may apply a peephole optimization to fold it into a constant when the bit-width of a is 1.
However, due to a developer oversight in the foldOp<DfgL teS> function, the simulator incorrectly
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1 module top();

2 reg 1in4;

3 wire out88;

4 wire signed wire_2;

5 assign wire_2 = in4 ? 2'b10 : 0;

6 //assign out88 = (wire_2 >= -(wire_2) ? 1 : 0);
7 assign out88 = (-(wire_2) <= wire_2 ? 1 : 0);

8 endmodule

Fig. 9. A BDB detected by VeriEQ via Arithmetic Equivalence Rule A7. This BDB is triggered because the
peephole optimization incorrectly calls the opLtS function for the <= operator, whereas the correct behavior
should be to call the opLteS function.

invokes opLtS instead of the intended opL teS, resulting in a faulty optimization for the <= expres-
sion. In contrast, the equivalent >= expression is correctly optimized via the foldOp<DfgGteS>
function, which properly calls opGteS. This inconsistency leads to divergent outputs from two
semantically equivalent expressions. The developer fixed the bug by simply renaming the incorrect
function call from opLtS to opLteS. Notably, this bug had existed unnoticed since the initial im-
plementation of the DFG peephole optimization module three years ago. Upon confirmation, the
developer praised the discovery, commenting: "Nice find, thanks!" Remarkably, VeriEQ detected
this issue within just one hour of execution, highlighting its effectiveness in uncovering BDB.

module top();
case (3'sb111 = 3’sb1)
4'b111: begin 4'b111: begin
$display("the correct branch") // enter this branch

1 module top(); 1
2 2
3 3
4 4
5 end 5 $display("the correct branch")
6 6
7 7
8 8
9 9

case (3'sb111)

default: begin end
// enter this branch default: begin
$display("the wrong branch") $display("the wrong branch")

end end
10 endcase 10  endcase
11 endmodule 11 endmodule

(a) Initial Verilog code with a case statement generated (b) Code after transforming the expression in the case
by VeriEQ statement

Fig. 10. A BDB detected by VeriEQ via Arithmetic Equivalence Rule A3. The root cause of this BDB is that,
when the bit-widths of the expression inside the case parentheses and the branch expressions do not match,
the developer mistakenly used the function for extending the left-hand value instead of the function for
extending the expression when performing the extension on the case statement expression.

Bug Study 3: Incorrect Case Expression Comparison. Figure 10 presents a BDB discovered
by VeriEQ, which can only be triggered in the presence of behavioral-level case statements. Due
to the lack of such constructs in their input generation, both TransFuzz and Verismith failed to
detect this bug. VeriEQ applied the Arithmetic Equivalence Rule A3: mul(E, 1) < E to construct
two semantically equivalent expressions on line 2 of the two subfigures in Figure 10. In the
original code on the left, when comparing 3'sb111 and 4'b111 in a case statement, their bit-
width mismatch causes 3'sb111 to be zero-extended, resulting in 4'b@111, which matches the
first branch. Therefore, the correct behavior should be to enter the first branch. However, due
to a simulator implementation bug, the extension of 3'sb111 is performed using EXTEND_LHS
instead of EXTEND_EXP, leading to incorrect extension and a failure to match the first branch. In the
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transformed code on the right, the equivalent expression 3'sb111 * 3'sb1 is optimized differently
and matches the correct branch, causing the two forms to produce inconsistent outputs. This
inconsistency was successfully detected by VeriEQ, demonstrating its ability to expose subtle bugs
related to signedness and behavioral constructs.

1 module top();
! mo;h/:lg :O?(?’ 2 reg signed in4; // in4 =1
2 e ints 3 case (27 1'ho : ind)
’ ;t/ag Zlfn?,h;n_’. 4 1 to ind 4 8'b000001: begin // should also match this
! (02 ) 1n') SRR U A 5 $display("the correct branch");
5 case (0 ? 1'ho : in4) . end
¢ g{;g;@g;:?hbth?s pranch 7 5'b01101: begin
! - Deein 8 $display("the added branch");
8 // enter this branch . end
9 :dlsplay( the correct branch"); " L s
v an 1t: begi 11 // enter this branch
1 ¢ al.l | b , 12 $display("the wrong branch");
12 $display("the wrong branch");
13 end
13 end

14  endcase

14  endcase
15 endmodule

15 endmodule

(b) The code transformed by VeriEQ through equiva-
lence transformation applies Rule C3 to add an extra
branch.

(a) The initial Verilog code generated by VeriEQ con-
tains a case statement with two branches.

Fig. 11. A BDB detected by VeriEQ via Control Flow Equivalence Rule C3. The initial code correctly enters the
intended branch, but after adding the extra branch, it falls into the wrong one. This BDB arises because the
case condition was resized using the sign of the base expression instead of the properly padded expression
during pruning.

Bug Study 4: Incorrect Case Branch Selection. Figure 11 illustrates a BDB detected by VeriEQ,
which can only be triggered by the combined effect of a case statement and the application of
Control Flow Equivalence Rules. Specifically, in the code shown in Figure 11a, the expression inside
the case condition, (8 ? 1'h@ : in4), can be simplified to in4. When in4 is set to 1, although it
is a signed value, it is compared against the branch label 8'b000001, which is unsigned. Therefore,
in4 is treated as unsigned and zero-extended during the comparison, resulting in 8 'b000001, which
matches the first branch. We apply Control Flow Equivalence Rule C3 to the initial code by inserting
a dead-code branch 5'b@1101 into the case block, resulting in the transformed code shown in
Figure 11b. This branch is considered dead because its value exceeds the maximum value that
(0 ? 1'h@ : in4) can represent, meaning the control flow should never reach it. Semantically,
the addition of such dead code should not affect the execution of the control flow. However, the
simulator attempts to optimize simulation performance by pruning the case statement, aiming to
minimize the width of the condition and branch labels as much as possible. During this pruning
process, the resizing operation mistakenly uses the sign of the base expression rather than the
correctly padded expression. This implementation flaw causes the control flow in Figure 11b to
incorrectly fall into the default branch, resulting in output inconsistency between the semantically
equivalent versions. This discrepancy is captured and reported as a BDB by VeriEQ, demonstrating
the effectiveness of its Control Flow Equivalence Rules.

7.3 Comparison with Existing Tools

To evaluate the effectiveness of VeriEQ, we compare it against TransFuzz, Verismith, and VeriXmith
in terms of their bug-finding capabilities. Since Verismith is designed exclusively for synthesis
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testing, we evaluate it only on Yosys, whereas TransFuzz is tested across all four Verilog simulators
and synthesizers. VeriXmith is expected to use Verilog code collected from open-source repositories
as well as code randomly generated by Verismith as its initial seeds. However, these seed programs
were not released by the authors. Therefore, we use code generated by Verismith ourselves as the
initial seed set for VeriXmith in our evaluation. Each tool is executed for 48 hours and the results
are summarized in Table 3. The 48-hour window refers to the total runtime of each testing tool,
and the execution of every test case already includes the time spent invoking the simulator (or
synthesizer). TransFuzz successfully identified 3 bugs in Yosys (#10, #11, #12) and 4 in Verilator
(#23, #25, #29, #30), but failed to detect any bugs in CXXRTL and Icarus Verilog. Verismith was
only able to find one bug on Yosys (#10). VeriXmith detected one bug in Yosys (#10) and one bug
in Icarus Verilog (#32). This is primarily because several Yosys bugs are only triggered when the
input signals contain unknown value x. Unlike VeriEQ, TransFuzz, Verismith, and VeriXmith all
lack the ability to generate inputs with initial x values, and therefore fail to detect this class of
bugs. Additionally, Verismith and VeriXmith rely on formal verification techniques to detect bugs,
which significantly reduces their testing throughput. As a result, they all failed to discover the
3 bugs that could be detected by TransFuzz within the same 48-hour time window. Most of the
bugs in Verilator and CXXRTL are triggered by signals with signedness or bit-width mismatches.
However, TransFuzz generates netlists using macro cells, which always produce unsigned signals
with matched widths, making it less effective in exposing such issues. Furthermore, TransFuzz
lacks behavioral-level constructs and cannot generate constructs like case statements, leading it to
miss related bugs that VeriEQ successfully identifies.

To evaluate the impact of initial seeds on testing effectiveness, we provide the initial Verilog
programs generated by VeriEQ to the other tools and compare the number of bugs discovered
within 48 hours. For the generation-based testing tools TransFuzz and Verismith, we replace
their generated programs with our initial Verilog programs. For the mutation-based testing tool
VeriXmith, we replace its initial seed corpus with our initial Verilog programs. The results show
that, when supplied with our seeds, TransFuzz, Verismith, and VeriXmith discover only 14, 3, and 6
bugs respectively, all of which are subsets of the bugs found by VeriEQ. This demonstrates that
even under identical initial seeds, the bug detection capability of these tools remains limited.

Table 3. Bug counts and bug IDs detected by each tool across different Verilog simulators and synthesizers

Tool Simulators and Synthesizers (Bug Count) Bug IDs
Yosys | Verilator | CXXRTL | Icarus Verilog
VeriEQ 16 13 2 2 #1-#33
TransFuzz 3 4 0 0 #10, #11, #12, #23, #25, #29, #30
Verismith 1 - - - #10
VeriXmith 1 0 0 1 #10, #32

In terms of test case generation efficiency, VeriEQ outperforms TransFuzz, Verismith, and Ver-
iXmith. Since TransFuzz employs differential testing between Verilator and another simulator, or
between pre- and post-optimization versions of a Yosys design, we constrain VeriEQ to the same
comparison targets for a fair evaluation. We measured the number of test cases generated by each
tool within 10 minutes on three configurations: Verilator/Icarus Verilog, Verilator/CXXRTL, and
Yosys/opt. VeriEQ was able to generate 332,050, 53,350, and 107,770 test cases for each respec-
tive configuration, whereas TransFuzz only generated 7,192, 6,564, and 78,009 test cases, which
represents an improvement of 138.1% to 4161.9% in throughput. Verismith, on the other hand,
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generated only 15 test cases on Yosys within the same time period. VeriXmith performed even
worse, completing only a single test case in the same period. This is primarily because both tools rely
on formal verification, which introduces substantial verification overhead. The impact is especially
significant for VeriXmith, as it performs verification across all platforms.

7.4 Efficiency and Accuracy of VeriEQ

To evaluate the practical value of VeriEQ, we assess both the efficiency of its inlined deviation
checking mechanism and stimulus generation process, together with the accuracy of bug detection.

Efficiency. We compare the inlined deviation checking mechanism implemented in VeriEQ
against VeriEQ™. VeriEQ integrates multiple semantically equivalent modules into a single testbench
and verifies their output consistency during simulation. In contrast, VeriEQ ™ adopts the traditional
approach of elaborating each module individually and comparing their outputs. As shown in Table 4,
the execution throughput of the inlined strategy yields improvements of 281.1%, 411.1%, 221.6%,
and 489.2% across four Verilog simulators and synthesizers, respectively. These results validate the
effectiveness of inlined checking mechanism in enhancing testing efficiency. This design eliminates
redundant simulation runs and reduces costly file I/O operations, enabling faster detection of
behavioral discrepancies.

Table 4. Comparison of Inlined Deviation Checking and Traditional One-by-One Comparison

Simulators and Synthesizers (Testcase Count)
Method
Yosys | Verilator | CXXRTL | Icarus Verilog
VeriEQ™ 36,562 25,312 21,776 144,296
VeriEQ 102,770 104,060 48,260 705,880
Improvement +281.1% | +411.1% +221.6% +489.2%

To evaluate whether the inlined deviation checking mechanism impacts the bug-finding capability
of VeriEQ, we conduct another ablation study. Specifically, we compare VeriEQ™ against the original
VeriEQ. Both tools run for 48 hours (the same time budget used in Section 7.3) across four Verilog
simulators and synthesizers. The number of bugs found by each configuration is shown in Table 5.
The results show that VeriEQ™, due to its significantly lower execution efficiency, explores fewer test
cases and consequently detects only 23 bugs. In contrast, the original VeriEQ, with inlined deviation
checking enabled, executes a much larger number of test cases within the same time window
and uncovers more bugs. These findings indicate that the inlined deviation checking mechanism
contributes to improved bug-finding capability by significantly accelerating test execution.

Table 5. Bug counts detected by VeriEQ™ and VeriEQ across different Verilog simulators and synthesizers

Simulators and Synthesizers (Bug Count)
Method
Yosys | Verilator | CXXRTL | Icarus Verilog
VeriEQ™ 11 9 2 1
VeriEQ 16 13 2 2

Beyond the inlined checking mechanism, the efficiency of VeriEQ is also influenced by the
number of stimulus cycles used in each test case. To quantify this effect, we randomly sampled
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1,000 code snippets that can trigger BDBs together with their corresponding random stimuli and
measured the number of stimulus cycles required to expose the bug. The distribution is summarized
in Table 6. The vast majority of bugs are triggered within a small number of cycles: 94.6% of the
sampled programs expose the bug within 10 cycles, and over 98% within 15 cycles. Increasing the
number of stimulus cycles beyond this point provides little additional benefit while incurring higher
simulation overhead and reducing overall testing throughput. In particular, no obvious improvement
is observed once the number of cycles exceeds 20. Based on this observation, VeriEQ adopts 20
stimulus cycles as a reasonable and effective heuristic that balances bug detection capability and
execution efficiency.

Table 6. Distribution of Stimulus Cycles Required to Trigger BDBs

Trigger Cycles (#cycles) Number of Code Snippets | Percentage
<10 cycles 946 94.6%
11-15 cycles 37 3.7%
15-20 cycles 17 1.7%

Accuracy. To assess accuracy, we manually inspected all bug reports produced by the Bug
Detector throughout the entire testing process. After deduplication and discussions with tool
developers, only two false positives were identified.

The first false positive occurred when VeriEQ reported a crash in an experimental feature of
Yosys. The developers clarified that this feature was still under active development and not intended
for formal testing. The second false positive was observed in CXXRTL, where certain scenarios
require two consecutive calls to the eval () function for register values to stabilize; otherwise,
inconsistent simulation results may arise. Although the developers acknowledged this as a valid
issue, they considered it extremely rare and indicated that resolving it would require a major
redesign. Based on the developers’ recommendations, VeriEQ skips experimental features in Yosys
and invokes eval () twice in CXXRTL to avoid such false positives and ensure stable results.

To evaluate the false negatives of VeriEQ’s Bug Detector, we reproduced all 54 historical BDBs
collected in our empirical study. We configured the simulators and synthesizers to the corresponding
versions and ran VeriEQ on them for 48 hours. The results show that VeriEQ successfully detected
all 54 historical BDBs: every program that triggers a BDB produces either incorrect outputs or a
hang during execution, and thus is flagged by VeriEQ’s Bug Detector. Therefore, within the 54
known historical BDB test cases examined in this experiment, we did not observe false negatives
from the Bug Detector. Notably, the code templates employed by VeriEQ are derived from historical
BDB cases and are restricted to synthesizable Verilog constructs. To evaluate the coverage of the
synthesizable Verilog language, we measure the code coverage of the Icarus Verilog parser while
executing our generated programs, as an approximation of the language constructs exercised
by our approach. Overall, our generated programs achieve 85.7% coverage. This focus reflects
the fact that synthesizable code is ultimately deployed in hardware and therefore carries greater
practical relevance. As a result, VeriEQ is unable to detect bugs that are exclusively triggered by
non-synthesizable constructs, since such code is not generated. Nevertheless, with appropriate
modifications, VeriEQ can be extended to support non-synthesizable code and uncover the corre-
sponding bugs. In summary, VeriEQ achieves both high efficiency and strong accuracy in detecting
BDB across Verilog Simulators and Synthesizers.

8 Discussion

Lessons Learned for Verilog Simulator and Synthesizer Development. During our analysis
of the bugs discovered by VeriEQ, we identified an interesting pattern across Verilog simulators
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and synthesizers. Most Verilog simulators and synthesizers, including the four we evaluated, are
implemented in C or C++ to ensure high performance. In C/C++ development, it is common practice
to use the int type for integers, which is signed by default. In contrast, Verilog treats integers
as unsigned unless explicitly declared otherwise. If developers overlook this semantic mismatch,
conversions between signed and unsigned integers may result in overflows, ultimately causing
bugs. We found this issue to be particularly prevalent in aggressively optimizing simulators and
synthesizers such as Yosys and Verilator. For instance, a core Yosys developer commented under
our reported issue: "I wonder what proportion of the bugs fuzzers have found in the last few years have
been exclusively due to as_int...". We therefore advocate for greater awareness of signedness-related
overflow risks among developers of Verilog simulators and synthesizers.

Supporting More Semantic Equivalence Rules. Currently, VeriEQ supports a core set of
semantic equivalence transformations. These include arithmetic identity transformations and con-
trol flow equivalence transformations. In practice, these rules have proven effective in uncovering
multiple real-world bugs in simulators and synthesizers that were previously missed by existing
tools. However, since the current rules are manually defined, they may be limited in completeness.
In future work, we plan to leverage large language models to automatically generate additional
equivalence rules and integrate them into VeriEQ after verifying their semantic correctness. A key
advantage of VeriEQ is its extensibility: supporting new equivalence rules typically requires only a
few lines of additional transformation code. This makes it easy to broaden the diversity of semantic
transformations with minimal engineering effort.

Supporting More Bug Types. Currently, VeriEQ primarily focuses on detecting BDBs in Verilog
simulators and synthesizers, which manifest as incorrect simulation or synthesis results caused by
faulty optimizations or code implementation. In addition, it can identify runtime anomalies such as
hangs that occur during simulation or synthesis. However, hardware design and compilation flows
involve other categories of potential issues, such as performance regressions and abnormal resource
utilization. At present, our work focuses exclusively on the logic synthesis stage. In principle, our
approach could be extended to later stages in the hardware compilation flow, such as post-placement
and routing. In future work, we plan to extend VeriEQ’s detection capability beyond BDBs and logic
synthesis to cover a broader range of simulation and synthesis errors, including performance- and
resource-related anomalies across multiple stages of the hardware design flow. This enhancement
would further improve the comprehensiveness and practical value of VeriEQ as a general testing
framework for hardware design tools.

9 Related Work

Verilog Simulators and Synthesizers Testing: Some prior works have focused on testing Verilog
simulators and synthesizers. For example, TransFuzz [49] and SynFuzz [43] perform differential
testing on randomly generated gate-level netlists across different synthesizers to detect BDBs.
Verismith [23] and VlogHammer [72] generate random behavioral-level Verilog code and employ
formal equivalence checking to verify that the synthesized output matches the original design.
VeriXmith [78] mutates code samples from an existing Verilog corpus and uses formal verification
to detect semantic mismatches. LegoHDL [66] constructs high-level hardware designs by assem-
bling models from existing cyber-physical system (CPS) libraries, converts them into HDL code,
and performs differential testing on the netlists synthesized by different tools. However, these
approaches overlook the structural characteristics of previously discovered BDBs, which limits their
effectiveness in exposing deeper semantic issues. As a result, the majority of bugs detected by these
tools are simple crashes in simulators and synthesizers, with only a small portion revealing more
severe behavioral deviation errors. Furthermore, they do not leverage Verilog’s unique capability
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for inlined deviation checking through multi-module integration, leading to suboptimal testing
efficiency and missed opportunities for detecting high impact bugs.

Tools Using Metamorphic Testing: The idea of metamorphic testing has been widely applied
across various domains to uncover subtle bugs in different systems [2, 4, 7, 13, 21, 28, 65]. For
instance, Equivalence Modulo Inputs [68] has been successfully used for C/C++ compiler validation
by generating program variants that preserve behavior on a fixed input but expose behavioral
deviations through divergent outputs. DeepXplore [41] tests deep neural networks by exploiting
metamorphic relations such as invariance to image perturbations to detect errors. MT-DLComp [64]
uses MT to identify mis-compilations in deep learning compilers. PolyJuice [77] constructs se-
mantically equivalent computation graphs via equality saturation and leverages their structural
diversity to validate complex tensor compiler pipelines However, these approaches overlook the
semantic intricacies of bitwidth and signedness in Verilog. Applying such methods directly to
Verilog simulators and synthesizers testing may break the validity of metamorphic relations, thereby
undermining the effectiveness of the testing process.

Compilers Testing: There has been extensive research on compiler testing. Some of these
works focus on checking the correctness of peephole optimizations and avoiding issues caused by
undefined behavior. For example, Alive [36] introduces a domain-specific language for LLVM peep-
hole optimizations, which formally models optimization rules and uses SMT solvers to automatically
prove their correctness or find counterexamples while considering undefined behavior. Alive2 [35]
further proposes an SMT-based bounded translation validation approach that precisely models
LLVM undefined behavior and automatically checks refinement between the original and optimized
IR. Peek [39] presents a framework for expressing, verifying, and executing meaning-preserving
assembly-level transformations in CompCert [11], where proving a set of local properties is suffi-
cient to guarantee the correctness of global transformations. In contrast, VeriEQ targets behavioral
deviation bugs in Verilog synthesizers and simulators caused by various optimizations or imple-
mentation errors, rather than focusing only on peephole optimizations. In Verilog, X-values may
introduce semantic inconsistencies across different tools, which can interfere with bug detection.
VeriEQ addresses this problem using metamorphic testing, which eliminates the impact of different
ways that simulators and synthesizers handle X-values.

Main Difference: Different from the above work, VeriEQ detects BDBs in Verilog simulators
and synthesizers by applying semantic-preserving transformations to Verilog code. It first gen-
erates high-quality seed programs using templates derived from historical BDBs, then performs
equivalence-preserving transformations. These transformations are guided by a set of bitwidth-
and signedness-aware transformation rules, applied only when their constraints are satisfied. To
improve efficiency, VeriEQ introduces an inlined deviation checking approach, which embeds
multiple semantically equivalent modules into a single testbench for simultaneous simulation,
reducing redundancy and increasing throughput.

10 Conclusion

In this paper, we present VeriEQ, an automated framework that uses metamorphic testing to detect
BDBs by generating semantically equivalent Verilog programs. First, we design code templates
based on patterns from historical BDBs to generate high-quality seed programs. Second, we apply
circuit transformations with bit-width and signedness constraints to create semantically equivalent
variants. Finally, we use inlined deviation checking by placing multiple equivalent modules in one
testbench to improve efficiency. We implemented VeriEQ and evaluated it on four mainstream
Verilog simulators and synthesizers, successfully uncovering 33 previously unknown bugs including
29 BDBs, as well as 4 hang bugs identified as additional findings. In contrast, other state-of-the-art
tools were only able to detect 1-7 of the bugs that VeriEQ discovered.
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