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Abstract

IoT messaging protocols, which govern critical device communi-
cations and resource management, have emerged as a significant
attack surface in IoT systems. Behavior bugs—specification viola-
tions that manifest without observable crashes—pose severe secu-
rity risks, potentially enabling unauthorized data access and device
compromise. Detecting such bugs requires a comprehensive un-
derstanding of protocol specifications for oracle generation and
communication semantics for accurate oracle monitoring, a chal-
lenge beyond existing approaches.

This paper introduces ARES, a fully automated framework that
synthesizes executable behavior oracles from protocol specifica-
tions for real-time compliance monitoring. ARES first transforms
specifications into structured oracles using LLM-driven behavior
filtering and condition supplementation. Then, during real-time
monitoring, ARES employs scenario-aware analysis to accurately
determine the most appropriate oracle among potentially overlap-
ping candidates. We evaluate ARES on six widely used IoT protocol
implementations and identify 25 new bugs, of which 18 have been
confirmed or fixed, and 10 CVEs were assigned due to their severity.
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1 Introduction

Internet of Things (IoT) has revolutionized modern technology by
connecting billions of devices across industrial automation, health-
care, and smart cities [1, 26]. At the core of these systems, messaging
protocols govern critical device communications and resource man-
agement, making them a prime attack surface [22, 28]. Due to their
complex multi-party interactions and stateful resource dependen-
cies, these protocol implementations are susceptible to behavior
bugs—specification violations that maintain apparent functionality
without triggering observable crashes or memory errors, yet can
lead to unauthorized access to sensitive data or malicious takeover
of device control. Detecting these elusive compliance violations
before deployment is thus critical for ensuring IoT system integrity.

Nevertheless, this task poses challenges. Unlike conventional
testing approaches that rely on generic oracles like program crashes
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or memory violations, behavior bugs typically do not manifest
through such observable anomalies and are highly coupled with
specific communication scenarios and contextual conditions. They
emerge only under precise combinations of message sequences
and field configurations, and even when triggered, determining
what the correct behavior should be is difficult (unlike observable
anomalies like crashes where violations are self-evident), making
traditional testing methods inadequate due to a lack of oracles
necessary to validate protocol-specific behavioral requirements.
To detect such behavior bugs, current approaches either involve
manual construction, which requires substantial human effort and
domain expertise to understand the specifications and translate
them into executable test oracles, or leverage differential analysis
methods, which depend critically on the availability of high-quality
alternative implementations and provide no guarantee of confor-
mance and comprehensiveness to the original specification.

This paper presents ARES, an automated framework for creating
behavior oracles by analyzing protocol specifications and perform-
ing non-intrusive real-time compliance monitoring. We make use
of protocol specifications, i.e., RFCs (Request for Comments), since
they standardize the intended behavior of IoT messaging protocols
and can provide reliable and comprehensive behavioral require-
ments. To achieve this, we need to address two main challenges:
(1) RFCs are written in natural language and not directly machine-
readable. Moreover, RFCs typically describe high-level behavioral
intentions rather than directly providing concrete actionable test
oracles, requiring deep contextual understanding across multiple
sections and sophisticated reasoning for such transformation. (2)
IoT messaging protocols exhibit inherent behavioral complexity
with many special cases tailored for specific scenarios to ensure
robustness. This leads to situations where multiple oracles may
appear to apply simultaneously to the same network event, yet
only one represents the scenario’s true nature. This requires accu-
rately distinguishing the essential characteristics of each scenario
to determine which behavioral requirements truly apply.

For the first challenge, we utilize LLMs to automate the process-
ing of informal natural language specifications. ARES first extracts
the behavioral requirements from the specification. To bridge the
gap between high-level natural language descriptions and action-
able concrete test oracles, ARES implements condition supplementa-
tion through cross-referential analysis, where the LLM is equipped
with special tools that enable navigating to oracle-related speci-
fication content for resolving implicit prerequisites. Meanwhile,
to ensure consistency and executability while combating the un-
trustworthiness of LLMs, ARES leverages structural information to
guide the generation of structured test oracles.

For the second challenge, ARES employs a scenario-aware analy-
sis that annotates oracles with semantic metadata and performs sce-
nario identification to determine which behavioral conditions truly
apply. When multiple oracles trigger simultaneously, ARES uses
scope-based, type-based, enforcement-level, and severity-based
analysis that captures IoT protocol features to identify the appro-
priate oracle for each scenario accurately.
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We implement ARES and evaluate it on six widely-used imple-
mentations of popular IoT messaging protocols. Our evaluation
demonstrates that ARES effectively synthesizes behavior oracles
from protocol specification and transforms them into executable
test oracles that are directly applicable to real-time network traf-
fic analysis in a non-intrusive manner. To further assess ARES’s
effectiveness in real-world testing, we integrate these oracles with
established testing tools, including Peach [8] and AFLNet [20]. Our
experiments show that these tools detect only 4 bugs through ob-
servable anomalies like crashes, while ARES can help identify 21
additional subtle behavior violations that deviate from protocol
specifications. As of the submission, 18 bugs have been confirmed
or fixed by the developers, and 10 CVEs have been assigned, high-
lighting their importance. Our main contributions are as follows:

e We propose to detect behavior bugs in IoT messaging protocols
by systematically analyzing protocol specifications.

e We harness LLMs with specialized tools to autonomously syn-
thesize behavior oracles, and design a scenario-aware nonin-
trusive monitoring mechanism for bug detection.

e We implement and evaluate ARES on six widely-used IoT pro-
tocol implementations. Results show that ARES can efficiently
synthesize behavior oracles and seamlessly enhance established
testing tools to detect 25 new bugs, including 21 behavior bugs.

2 Background and motivation
2.1 IoT Messaging Protocol

IoT messaging protocols use broker-mediated architectures where
multiple clients communicate through a central broker. These pro-
tocols exhibit communication patterns that are determined by mes-
sage sequences and field configurations.

Figure 1 shows an MQTT [2] example with two scenarios under
different retain control field settings. With retain=1 (scenario
I), the broker would store the message and deliver it to later sub-
scribers (®) after the connection establishment (®). Instead, with
retain=0 (scenario II), the broker does not store the message, so
subscribers receive only a SUBACK acknowledgment without any
retained messages published. We refer to these patterns as behav-
iors—the actions and decisions implementations must exhibit when
processing messages under specific conditions. IoT protocol behav-
iors involve (1) complex interactions between message sequenc-
ing, packet types, and control field configurations; (2) multi-role
dynamics, where entities act as publishers, subscribers, and re-
source providers; (3) stateful resources, requiring understanding
the historical context of resource creation, modification, and access
patterns. Despite this complexity, the correct implementation of
protocol-defined behaviors is critical for security and functionality.
For instance, mishandling the retain flag in the above example
can cause an ephemeral message (®) to be stored and delivered
to unauthorized subscribers (®), resulting in data leakage. RFCs,
standardized through rigorous expert review [6], define precise
communication rules and compliance requirements. By extracting
message types and control fields from traffic and validating them
against RFCs, we can identify scenarios and assess compliance.

2.2 Motivating Example

We illustrate protocol behaviors and detection challenges using a
MOQTT Will bug newly discovered by ARES. A Will message is
a preconfigured message the broker publishes if the client disap-
pears. In this scenario, Client2 connects with a Will message set to
activate after a 2-second delay if disconnected @, disconnects, then
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Figure 1: MQTT message flow example showing the impact of
retain flag on broker behavior: retain=1 enables message storage
and delivery to new subscribers, while retain=0 results in no mes-
sage storage.

reconnects with Clean=1 within 2 seconds ®. The broker acknowl-
edges the new connection @ and decides whether the Will message
should be published—a behavior whose correctness is determined
by the specification’s requirements. In smart-lock deployments,
door locks send Will messages to notify hosts of tampering or
forced disconnections. If mishandled, an attacker could force a lock
to disconnect and quickly reconnect with a clean session before the
Will delay expires—the compromised lock appears to reconnect
normally without sending the tampering detected Will message.
This enables attackers to gain unauthorized property access while
leaving hosts completely unaware of the security breach, as the
expected intrusion alerts are silently suppressed.

Behavior Bug and Behavior Oracle. As shown above, behavior
bugs are specification violations manifesting as incorrect server-
side decisions while maintaining apparent functionality. These
incorrect decisions typically compromise access control or data
confidentiality. To detect such bugs, we formalize behavioral re-
quirements in protocol specifications as behavior oracles. Each
oracle consists of two components:

Oracle : (Condition C, Assertion A)

where the condition specifies the prerequisite circumstances that
must be satisfied, and the assertion defines the required behavioral
outcome that implementations must exhibit when those conditions
are met. For the MQTT Will message scenario, the specification
statement s;: “The Will message MUST be published after the Net-
work Connection is closed and either the Will Delay Interval has
elapsed or the Session ends" decomposes into:

Cs, : Conn. Closed A (Delayyi11 Elapsed V Session End)
—~—— —e
connection closed Will delay expired

As, : Messagey;11 Published

session ends

Will message should be sent
Similarly, s, states that if a new Network Connection for the Clien-
tID is opened before the Will Delay Interval has elapsed, the
Will message MUST NOT be published, forming a second oracle:

C Conn.game clientip Established A = Delayyi11 Elapsed

sp *

new connection established

As, : —Messageyi11 Published

Will delay not expired

Will message should not be sent

Although behavioral requirements are specified, transforming
them into real-time checkable oracles introduces two challenges:
C1. Context Searching for Oracle Synthesis: Individual state-
ments often describe behavior in isolation, leaving critical prerequi-
site conditions implicit. The Will message publication requirement
implicitly assumes that: (a) a subscriber (Client1) has established
a connection and subscription for the relevant topic, (b) the Will
message was configured during Client2’s initial connection, and (c)
connection termination has occurred. Only under all these prerequi-
sites can the Will message publication be observed during testing.
C2. Accurate Oracle Application for Real-Time Monitoring:
Real-time monitoring requires scenario identification—determining
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Figure 2: MQTT Will message scenario. Client2 reconnects
with Clean=1 before Will Delay expires, simultaneously satis-
fying two scenarios applicable to two oracles: Oracle; expects
Will message publication while Oracle; prohibits it.

which behavior oracle applies to the current situation among mul-
tiple overlapping candidates. Unlike conventional generic oracles
that universally apply (e.g., non-crashing), protocol-specific be-
havior oracles are contextually dependent,with different oracles
governing different scenarios. Consider the example in Figure 2:
Client2’s reconnection with Clean=1 before Will Delay expires.
The key is identifying the fundamental nature of this event: while
surface-level observation suggests a “reconnection before delay ex-
pires” scenario (triggering Oracle;), Clean=1 transforms this into a
“session termination due to Clean=1" scenario (triggering Oracle; ).
This distinction imposes different requirements —the former sug-
gests Will message suppression, while the latter mandates Will
message publication regardless of timing. Misidentifying the sce-
nario leads to an incorrect oracle application.

3 System Design

Overview. Figure 3 presents the overall framework of ARES, which
is composed of two main parts: behavior oracle generation and
scenario-aware real-time detection. In the behavior oracle gen-
eration stage, ARES leverages LLMs to transform protocol spec-
ifications into formalized, real-time checkable oracles by equip-
ping them with tools for grounded context access and formaliz-
ing outputs into executable schemas. It begins with Knowledge
Base Construction (1), which extracts chapter-level information
from protocol specifications. This information is then passed to
Behavior Filtering (2), which identifies behavior-related norma-
tive statements. These statements are further processed by Condi-
tion Supplementation (3), which resolves implicit prerequisites via
contextual reasoning and semantic analysis to generate complete
triggering conditions. The output conditions, along with guidance
from the schema and packet field information, are fed into Ora-
cle Generating (4) to produce structured behavior oracles. During
this process, each oracle is annotated with semantic metadata that
captures its behavioral scope, type, enforcement level, and severity
characteristics. These oracles are instantiated within the real-time
monitoring stage via an oracle factory. The Network Traffic Moni-
tor (5) continuously observes protocol messages and matches them
against the active oracles. When one or more oracles are triggered,
Scenario Identification (6) leverages the oracle metadata to resolve
ambiguity, then chooses the appropriate oracle to report.

3.1 Behavior Oracle Generation

Protocol specifications often describe behavioral requirements with-
out explicitly stating their triggering conditions. ARES first trans-
forms protocol specifications into structured knowledge, then iden-
tifies normative statements that define observable behaviors. It
further analyzes their contextual dependencies to recover implicit
conditions and reconstruct complete behavioral logic, ultimately
generating real-time checkable oracles.
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Figure 3: ARES Design Overview. It first synthesizes oracles
from protocol specifications (steps 1-4) and then conducts
real-time compliance checking (steps 5-6). Step 2-4 are pow-
ered by LLMs.

1) Knowledge Base Construction: To equip LLMs with contex-
tual knowledge, we construct a structured knowledge base by seg-
menting the specification into sections and extracting normative
statements for downstream filtering. For each specification sec-
tion, we extract and store a structured s; that contains the section’s
title ¢;, content c;, and hierarchical path p;. We also record cross-
reference relationships between sections, capturing how different
parts of the specification reference each other to form a compre-
hensive semantic context. This structured representation aligns
specification structure with protocol message formats and retains
cross-references between chapters to support effective retrieval.

2) Behavior Filtering: This module filters extracted normative
statements for behavior checking. For each section s;, we select
sentences with conditional and normative keywords, forming a can-
didate set N = [JI.; N;. We then use an LLM-based classifier with
a structured prompt to identify statements describing meaningful,
testable broker behaviors. For each candidate n;, we obtain a binary
label f(n;) € {0, 1}, where 1 indicates generating a behavioral ora-
cle. The filtered corpus B = {n; | n; € N A f(n;) = 1} ensures the
generated oracles target meaningful, testable behaviors.

3) Condition Supplementation: This module resolves implicit con-
ditions in behavioral statements via cross-referential analysis and
outputs the complete prerequisite message sequence that triggers
the behavioral assertion. To emulate expert reading of protocol doc-
umentations, the LLM uses on-demand retrieval tools for condition
analysis, as illustrated in Figure 4.

Specifications distribute requirements across interdependent
sections. A statement S in section o; references elements E =
{e1,..., ex} whose definitions lie in sections oger(e;) # ;. Tem-
poral operators (“when/after/before”) and state predicates require
tracing to those sections to recover triggering conditions, prerequi-
site states, and precise definitions of X and Y. Our condition sup-
plementation reconstructs the Minimal Oracle Trigger Sequence —
the shortest sequence of messages to establish the conditions under
which the assertion can be validated - through a three-step analysis
process that emulates human expert reasoning patterns. (1) Initial
Parsing. The LLM performs analysis to identify key elements such
as packet types, field names and attributes, temporal conditions, and
stated prerequisites. (2) Active Knowledge Retrieval. Based on iden-
tified knowledge gaps, the LLM uses tools to uncover dependencies
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Figure 4: ARES analyzes contextual inputs using specialized
tools to autonomously perform condition completion for
oracle generation.

and cross-references. We provide three categories of retrieval tools:
find_chapters(keywords) for navigation by sections based on
keyword matches in titles, search_content(terms) for detailed
content-based retrieval, and read_section(path) for specifica-
tion access. (3) Comprehensive Analysis. The LLM composes the
minimal oracle trigger sequence.

4) Structured Oracle Generation: This module transforms trigger
sequences into JSON oracles for real-time checking, and enforces
consistency via schema validation and protocol field standardiza-
tion. For schema-driven validation, we define a JSON schema that
specifies the required oracle structure, field types, field descriptions,
and value constraints. We also maintain a protocol field mapping ta-
ble to standardize field representations. The LLM reads the schema
and field mapping and performs validation through dedicated tools
in Figure 4. When validation fails, error details are fed back into
the context to trigger LLM self-correction without requiring low-
level syntax debugging. To support diverse testing scenarios, our
oracles incorporate three critical capabilities: (1) directional mes-
sage tracking for multi-client scenario capture, (2) variable content
placeholders supporting dynamic fields that are resolved in real
time, and (3) checking of both mandatory behaviors and prohibited
behaviors through distinct assertion types. Taking s, from Section
2.2 as an example, the final generated oracle is shown in Figure 4.

3.2 Scenario-Aware Real-Time Monitoring

This module takes generated behavior oracles and produces bug
detection by monitoring network traffic. The system instantiates
and deploys oracles via a factory, which monitors network traffic
and flags violations. When the observed traffic matches multiple
oracles, semantic metadata is employed to disambiguate scenarios
and select the applicable requirements.

1) Network Traffic Monitor: This module continuously observes
protocol messages and matches them against active oracles de-
ployed by the oracle factory. For network traffic analysis, we imple-
ment a Scapy-based packet processing pipeline [24]. The pipeline
captures TCP segments, extracts structured message information,
and performs raw byte retrieval, multi-packet parsing with length
calculation, and malformed packet filtering. Monitoring is managed
by a centralized rule factory that supports real-time registration and
deregistration of oracles, with automatic state reset mechanisms
when waiting periods expire or oracle condition requirements are
violated. When packets arrive, the monitor evaluates them against
all instantiated oracles to identify violations. Multiple oracles may
be triggered simultaneously, requiring systematic resolution to
determine the most appropriate oracle for the observed scenario.

2) Scenario Identification: Scenario identification requires under-
standing each oracle’s intended context. Each oracle is annotated
with metadata along four dimensions: Scope categorizes the breadth
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of behavior affected; Type distinguishes between Special-Case or-
acles handling exceptional conditions and General-Case oracles
verifying standard protocol behaviors; Enforcement Level captures
the normative strength from the specification; Error Severity cate-
gorizes the potential impact of violations. When multiple oracles
are triggered simultaneously, hierarchical prioritization applies:
Scope-based prioritization ensures that broader-impact oracles take
precedence. Type-based resolution prioritizes special-case oracles.
Enforcement-level ordering ensures mandatory requirements super-
sede recommended or optional behaviors. Severity-based filtering
prioritizes protocol-fatal conditions over behavioral warnings. As
shown in Algorithm 1, the system applies this hierarchical prioriti-
zation through priority resolution and evaluation phases. Triggered
oracles are sorted by rank, with the top one kept and the rest sup-
pressed. Only the retained oracle undergoes condition matching
against the captured network packets, followed by assertion valida-
tion, yielding a deterministic verification result.

Algorithm 1: Real-Time Scenario-Aware Oracle Selection

Input: O = {01,0,...,0,} — the set of triggered oracles
Input: M = {my, my, ..., m,} — oracle metadata
Input: P - the packet to be evaluated
Output: R - oracle execution results
// Priority Resolution Step:
1 if |O| > 1 then
2 sortedOracles « sort(O, compareByPriority(M));
3 selectedOracle < sortedOracles[0];
4 suppressOracles (O \ {selectedOracle});
// Evaluation Step:
5 R « {evaluate(o,P) | 0 € O,—isSuppressed(o)};
6 return R;

4 Evaluation

We implemented ARES in Python3, with the LLM backend GPT-40-

2024-11-20 and temperature setting 0.5. In this section, we evaluate

ARES to answer the following research questions:

ROQ1. Is ARES effective in detecting behavioral bugs in real-world
projects when integrated into established testing tools? (§4.2)

RQ2. How effective and efficient is the oracle generation module
in terms of cost-efficiency? (§4.3)

RQ3. How do different components of ARES contribute to overall
bug detection effectiveness? (§4.4)

4.1 Experimental Setup

Subjects. We selected six open-source IoT messaging protocol im-
plementations: libcoap, FreeCoAP, Californium, NanoMQ, FlashMQ,
and async_maqtt. These implementations have been widely studied
in prior IoT protocol testing research [14, 19, 32], and are exten-
sively deployed in real-world systems, as reflected by their high
popularity and substantial codebases detailed in Table 1.

Base Testing Tools and Settings. We utilize two widely-adopted
protocol fuzzers, Peach [8] and AFLNet [21], as our base testing
tools. Our oracle generation and monitoring framework ARES is in-
tegrated into both fuzzers, enabling real-time behavioral validation
and immediate detection of protocol specification violations. Each
testing campaign runs for 24 hours with 4 CPUs and 8GB RAM.

Table 1: Detailed information of the selected subjects

Subject | libcoap FreeCoAP Californium FlashMQ NanoMQ async_mgqtt
Github Stars 854 138 747 217 1,924 136
Lines of Code 119k 29k 184k 46k 429k 78k
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Table 2: Comparison of bug detection capabilities of different
testing tools with or without oracle for the bugs in Table 3.

Tool Detectable Bugs Total

Peach #1, #6-8 4 crash bugs

Peach”RES #1-25 4 crash bugs, 21 behavior bugs (+525%)
AFLNet #1 1 crash bug

AFLNet®RES 41 43-5 #10-18, #20, #24 1 crash bug, 14 behavior bugs (+1400%)
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Figure 5: Number of oracle conditions triggered by different
testing tools on six IoT messaging protocol implementations
over 24 hours.

4.2 Bug Detection Capability (RQ1)

To answer RQ1, we evaluate the effectiveness of ARES-generated
oracles in detecting behavior bugs across real-world IoT protocol
implementations. Our system extracted 207 oracles from the MQTT
specification and 67 oracles from the CoAP specification, covering
diverse behavioral requirements. The detailed breakdown of dis-
covered vulnerabilities is presented in Table 3, encompassing 25
previously unknown bugs. For crash bugs, we instrument targets
with ASan [25] and UBSan. Simultaneously, our protocol-specific
oracles operate in real-time during fuzzing campaigns to detect
incorrect protocol behaviors. Since the evaluated subjects have
undergone extensive testing, our fuzzing campaigns discovered
relatively few crash bugs compared to behavior bugs. However,
we were able to uncover previously unknown behavior bugs that
conventional testing approaches had not detected. 21 of these are
behavior bugs, while 4 represent memory safety violations.

Figure 5 reports oracle triggers over 24h (Californium only with
Peach due to Java). AFLNet*RES relying on seed input mutation,
discovered 14 behavior bugs. Peach®RES_ which enables more com-
prehensive exploration of protocol states and cases, identified 21
behavior bugs. Key recurring patterns include: (1) option handling
violations, including improper processing of reserved options (bugs
#2, #9), critical options (bugs #5, #11, #16), and conditional options
(bugs #3, #14); (2) content format and method processing, where
implementations fail to reject unsupported content formats (bugs
#4, #15) or method codes (bug #17); (3) protocol-specific properties,
such as retain handling (bugs #18, #21), Will message processing
(bug #19), and QoS handling (bug #25). The concentration around
special protocol features reflects complex conditional rules that
ARES’s oracles effectively capture.

(f) async_mgqtt
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Case Study (Bug #18): MQTT Retain Handling Settings Viola-
tion. According to the specification, when a client subscribes with
Retain Handling=2, the broker must not send retained messages
at subscription time. However, the broker incorrectly delivers re-
tained messages regardless of this setting, causing an information
disclosure vulnerability where clients receive content they opted
out of. An attacker can exploit this by publishing sensitive retained
messages in advance. Even with Retain Handling=2, clients still
receive them—causing information leaks or malicious payloads.
This bug received a CVE ID due to its severity.

False Positive Analysis. Our testing campaigns generated 3 false
positives across all subjects. Analysis reveals that the root cause is
the vagueness in RFC specifications that permits multiple interpre-
tations. For example, the MQTT specification states: “If the Server
does not want to accept the CONNECT, and wishes to reveal that it is
an MQTT Server, it MAY [...], and then it MUST close the Network Con-
nection.” The phrase “wishes to reveal” introduces subjectivity; the
oracle generator interpreted this as mandating connection closure
for every CONNECT rejection, thereby missing the optional nature
of the revelation behavior. Considering the inherent ambiguity of
natural language, this false positive rate is acceptable.

4.3 Evaluation of Oracle Generation (RQ2)

We analyze the efficiency of our LLM-based oracle generation pro-
cess. Table 4 presents the performance breakdown of the oracle
generation process. In summary, generating a single oracle requires
an average of 25.28 seconds and consumes an average of 11,991
tokens, with an average cost of $0.038.

We further analyze the frequency of different actions used during
the generation process. Figure 6 shows the distribution of differ-
ent actions. read_content and find_chapters are the most fre-
quently used operations, reflecting the intensive text processing
required for synthesizing behavioral requirements from specifica-
tions. The relatively low frequency of validate_json invocations
indicates that most generated oracles conform to the required for-
mat on the first attempt, achieving a 95.16% first-time success rate.

=== find_chapters = load_schema

=== find_content  mmm read_content

mist_chapters validate_json
load_fields

Index

Frequency

Figure 6: The frequency with which actions are invoked dur-
ing oracle generation process for individual protocol specifi-
cation statements.

4.4 Ablation Study (RQ3)

To answer RQ3, we conduct an ablation study to assess the contribu-
tion of each component by creating two variants: (1) ARES ™!: dis-
abling the condition supplementation component, and (2) ARES ™2:
disabling the scenario identification and oracle selection component.
We run 24-hour Peach campaigns with these variants.

Table 5 presents the comparative results. Peach”RES " reported
11 bugs with 12 false positives. This precision degradation indicates
that an incomplete understanding of protocol specifications impairs
oracle effectiveness. By analyzing the false positives, we discover
that behaviors requiring joint analysis across multiple specification
sections cannot be adequately validated by ARES ™. Disabling the
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Table 3: Previously unknown bugs detected when incorporating ARES-generated oracles into Peach and AFLNet.

#  Subject Bug Type Condition Assertion Threats Identifier Status

1 libcoap Crash Unspecified scenario Non-crash DoS CVE-2025-51064 Fixed

2 libcoap Behavior ~ Reserved option used with Location-Path Broker MUST return 4.02 Bad Option DoS,ID  CVE-2025-51065 Confirmed

3 libcoap Behavior If-Match condition fails Broker MUST return 4.12 Precondition Failed DoS,ID  Issue#1647 Fixed

4 libcoap Behavior ~ Unsupported Content-Format received Broker MUST return 4.06 Method Not Allowed ID Issue#1648 Confirmed

5 libcoap Behavior  Critical option with invalid length Broker MUST return 4.02 Bad Option DoS,ID  Issue#1649 Confirmed

6  libcoap Crash Unspecified scenario Non-crash DoS, MC  Issue#1683 Reported

7 libcoap Crash Unspecified scenario Non-crash DoS  Issue#1684 Reported

8  libcoap Crash Unspecified scenario Non-crash DoS  Issue#1685 Reported

9  FreeCoAP Behavior ~ Reserved option used with Location-Path Broker MUST return 4.02 Bad Option ID CVE-2025-51069 Reported

10 FreeCoAP Behavior ~ Proxy request received but not supported Broker MUST return 5.05 Proxying Not Supported ID Issue#44 Reported

11 FreeCoAP Behavior ~ Duplicated critical option received Broker MUST return 4.02 Bad Option ID Issue#45 Reported

12 FreeCoAP Behavior ~ GET response sent Response MUST include Max-Age ID Issue#46 Reported

13 Californium Behavior ~ Proxy request received but not supported Broker MUST return 5.05 Proxying Not Supported ID CVE-2025-51074 Confirmed

14 Californium Behavior If-Match condition fails Broker MUST return 4.12 Precondition Failed DoS,ID CVE-2025-51077 Confirmed

15 Californium Behavior ~ Unsupported Content-Format received Broker MUST return 4.06 Method Not Allowed ID Issue#2344 Confirmed

16 Californium Behavior  Duplicated critical option received Broker MUST return 4.02 Bad Option ID CVE-2025-51081 Confirmed

17  Californium Behavior =~ Unsupported method code received Broker MUST return 4.05 Method Not Allowed ID CVE-2025-51079 Fixed

18 FlashMQ Behavior ~ Retain Handling=2 in subscription Broker MUST NOT send retained messages ID CVE-2025-44068 Fixed

19  FlashMQ Behavior ~ Clean Start=1 before Will Delay Broker Will message MUST be published ID Issue#122 Fixed

20 NanoMQ Behavior User Property exceeds Maximum Packet Size Broker MUST NOT send ID Issue#1923 Confirmed

21 NanoMQ Behavior ~ Publish permission revoked Broker MUST NOT deliver retained messages ID CVE-2025-44065 Confirmed

22 NanoMQ Behavior ~ Duplicate ClientID received Broker MUST send Disconnect with reason code 0x8E ID Issue#1927 Confirmed

23  NanoMQ Behavior  Shared subscription Messages MUST follow sharing strategy ID Issue#1930 Confirmed

24 async_mgqtt Behavior  Topic contains null character Broker MUST reject packet ID CVE-2025-44070 Fixed

25 async_mqtt Behavior = Duplicate QoS 2 message received Broker MUST send DISCONNECT ID Issue#380 Confirmed
* DoS: Denial of Service. ID: Information Disclosure. MC: Memory Corruption.

Table 4: Average (time/tokens) breakdown per oracle generated Table 5: Precision (true positives / total alarms) of Peach*RES vari-

Stage ‘ Behavior Filtering ‘ Condition Supplementation ‘ Oracle Generation ‘ Total ants with different module combinations

Average | 1.13s /383 | 8.265 / 6,058 | 1589s5/5550 | 25.285/11,991 Method PeachARES PeachARES T PeachARES ™

scenario identification and oracle selection component in ARES ™2
also reduces precision because multiple oracles can be simultane-
ously satisfiable, and without contextual disambiguation, the system
may apply an inapplicable oracle that produces spurious reports
under ambiguous sequences. The results demonstrate that both
components provide essential and complementary contributions to
ARES’s effectiveness. The condition supplementation module en-
sures accurate oracle generation, while the scenario identification
component improves the precision of scenario interpretation and
ensures that the oracles correctly interpret the observed behavior.

5 Related Work

IoT Protocol Testing. Researchers have studied IoT protocol secu-
rity [13, 30] through various testing methodologies. Mutation-based
fuzzing approaches [16, 21, 23] enhance fuzzing with state-aware
vulnerability discovery. Generation-based frameworks [8, 9, 11, 12,
15] take user-provided protocol models as input and generate pack-
ets conforming to protocol specifications. Specialized IoT testing
techniques have emerged to address unique protocol characteris-
tics. FUME [19] combines mutation and generation approaches for
MQTT broker testing, while ShadowFuzzer [31] introduces shadow
broker architectures for client-side vulnerability discovery. MP-
Fuzz [14] enables collaborative packet generation for multi-role
protocol fuzzing. However, existing IoT protocol fuzzers mainly
focus on crashes, lacking semantic validation of behaviors.
Traditional test oracle generation faces scalability issues. Man-
ually crafted oracles are labor-intensive [3], while automated ap-
proaches rely on predefined, fixed abstraction, e.g., sequence dia-
grams [34], grammar-constrained boolean assertions [17], or reg-
ular expression patterns [18]. However, effective behavioral valida-
tion for IoT protocols requires flexible, requirement-driven abstrac-
tion that adapts to diverse specification contexts and behavioral
nuances. ARES automatically derives behavioral oracles leveraging
LLMs’ reasoning, enabling scalable protocol behavior modeling

Precision 21/24 (87.5%) 11/23 (47.8%) 21/30 (70.0%)

that captures diverse oracle-related properties, including message
types, protocol-party behaviors, and fine-grained field values.

Formal Verification. Formal verification offers mathematically
rigorous methods for ensuring protocol security through formal
modeling of network protocols like TLS [4, 7] and LTE [10], as
well as frameworks such as ProVerif [5]. Recent efforts apply for-
mal verification to IoT protocol security. MPInspector [29] com-
bines model learning with verification for black-box testing, while
MQTTactic [33] employs static analysis and model checking for
MOQTT authorization vulnerabilities. However, these approaches
target specific bug types and require manual configuration, whereas
GPTScan [27] combines LLMs with program analysis for smart con-
tract vulnerabilities. Unlike prior work that relies on predefined
models or fixed bug categories, ARES enables scalable, specification-
driven detection of protocol compliance violations in real time.

6 Conclusion

This paper presents ARES, a tool that leverages LLMs to auto-
matically synthesize executable behavioral oracles for detecting
behavior bugs in IoT messaging protocols. ARES employs LLMs to
systematically analyze behavioral requirements in natural language
specifications by providing special tools for condition supplemen-
tation and oracle format validation. Then, during the real-time
monitoring stage, ARES implements real-time scenario identifica-
tion through semantic metadata analysis to determine applicable
requirements when multiple oracles trigger simultaneously. We im-
plemented and evaluated ARES on six IoT protocol implementations.
ARES demonstrates significant behavior bug detection capability
when integrated into established testing tools, and it successfully
detected 25 previously unknown bugs with 10 CVEs assigned.
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