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Abstract—Blockchain systems have implemented various trans-
action parallelism mechanisms to improve the system throughput
and reduce the latency. However, they inevitably introduce bugs.
Such bugs can result in severe consequences such as asset loss,
double spending, consensus failure, and DDoS. Unfortunately,
they have been little analyzed about their symptoms and root
causes, leading to a lack of effective detection methods.

In this work, we conduct a thorough analysis of historical
transaction parallelism bugs in four commercial blockchains.
Results show that most of them arise from mishandling conflicting
transactions and manifest without obvious phenomena. However,
given the heterogeneity of blockchains, it is challenging to trigger
conflict handling in a unified way. Effectively identifying these
bugs is also hard. Inspired by the findings, we propose Chord,
aiming at detecting blockchain transaction parallelism bugs.
Chord proposes a unified conflict transaction model to generate
various conflict transactions. Chord also dynamically adjust
the transaction submission and inserts proactive reverts during
transaction execution to conduct thorough testing. Besides, Chord
incorporates a local-remote differential oracle and a TPS oracle
to capture the bugs. Our evaluation shows that Chord successfully
detects 54 transaction parallelism bugs. Besides, Chord outper-
forms the existing methods by decreasing the TPS by 49.7% and
increasing the latency by 388.0%, showing its effectiveness in
triggering various conflict scenarios and exposing the bugs.

I. INTRODUCTION

Today, the performance of traditional blockchain systems
struggles to keep up with the growing throughput demands.
Specifically, for time-sensitive applications like stock ex-
change [3l], [4]], [[1], the throughput and latency of blockchain
systems have consistently presented a primary bottleneck.
To address this problem, early in 2020, Ethereum [11] has
introduced danksharding in its roadmap to enhance the TPS.
However, the full implementation is still years away [9].
Hyperledger Fabric [22] parallelizes all transactions and dis-
cards conflicting ones after validation, but still exhibits low
performance due to many invalid transactions [63], [64].
Therefore, recently emerged commercial blockchains have
established various transaction parallelism mechanisms [43],
[12], [65], [54]], [18]. They schedule the parallel transactions
based on their interdependencies to ensure safe and effective
parallel execution. For example, FISCO BCOS conducts DAG
analysis [12] to identify the conflict transactions, and proposes
a DMC Scheduler [13] to parallelize non-conflict ones.

However, these transaction parallelism mechanisms in-
evitably introduce bugs. We name the bug as TPB (short
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for Transaction Parallelism Bug). TPBs compromise the per-
formance, deviating from their design intentions. Moreover,
they lead to severe consequences such as asset losses, DDoS,
etc. For example, Solana [S7] schedules the rent collection
transactions by dividing the requested ranges into partitions
and executing them in parallel. However, it did not check the
conflicts between the ranges. On Jun 16, 2022, when trans-
actions accessed overlapping ranges, the unsafe parallelism
resulted in collecting rent from the same account twice [23],
leading to asset losses. Unfortunately, TPBs have not been
sufficiently analyzed and detected.

To better understand TPB, we conducted a thorough
study on 50 historical TPBs in four widely-used commer-
cial blockchains with transaction parallelism mechanisms,
including FISCO BCOS [14], Sei [53]], Solana [57], and
Aptos [38]. We found that: (I) 82.0% of the TPBs arise in the
conflict transaction handling process. Blockchains are error-
prone when analyzing and scheduling trasnactions accessing
composite data types. Besides, unexpected transaction reverts
and exceptions usually result in TPBs. (2) The TPBs bring
catastrophic but inconspicuous consequences. 66% of them
result in incorrect execution outcomes, which can lead to
asset losses. The others result in an unexpected decrease in
throughput, triggering DDoS attacks or even system crashes.

Existing works cannot detect TPBs effectively. Traditional
concurrency bug detectors [41], [44], [68], [S6], [40], [66]
cannot detect TPBs because they focus on scheduling threads
to trigger data races. But TPBs arise from bugs in transaction
parallelism mechanisms, and require parallel conflict transac-
tions to trigger them (finding (I)). For transaction generation
tools, Flufty [67] sends sequential transactions and checks the
consistency among nodes. EVMFuzzer [17] and EVMLab [10]
mutate the smart contracts and generate a single transaction.
Tools for front-running vulnerability [[71], [S9], [70] generate
transaction sequences accessing profitable variables. However,
sequential transactions or a single transaction cannot trigger
conflict handling process (finding (I)). Besides, some TPBs
hold unique triggering conditions on the transaction submis-
sion and execution stage (finding (I)), which are ignored in ex-
isting works. Furthermore, the non-determinism of parallelism
introduces unique challenges for capturing TPBs, so there are
no well-defined oracles for TPB scenarios (finding 2)).

The first challenge is how to trigger the conflict handling
effectively for various transaction parallelism mechanisms.
According to our finding (), most of the TPBs arise in conflict



handling processes. But the diversity of the blockchain struc-
tures and mechanisms make it challenging to cover various
conflict scenarios in a general way. Furthermore, transactions
may be interrelated in different ways. Some of them access
the same shared objects. Others hold indirect dependencies.
Exceptions such as out-of-gas and runtime exceptions also lead
to new conflict relations. Therefore, it’s challenging to generate
high-quality conflict transactions that can trigger various error-
prone conflict handling scenarios.

The second challenge is how to effectively identify TPBs
when they occur, given their inconspicuous nature. According
to our finding @), most TPBs do not manifest obvious symp-
toms like node crashes or panics. In contrast, they usually
lead to some silent consequences such as incorrect execution
results. Thus, identifying such scenarios is a challenging
task. The transaction parallelism mechanisms introduce non-
determinism regarding the execution order. Besides, some
transactions may be forcibly reverted or discarded due to
conflicts. Therefore, it is hard to determine the expected results
solely based on the content of the submitted transactions.

To address the aforementioned challenges, we propose
Chord. To resolve the first challenge, Chord establishes a uni-
fied conflict transaction model for triggering various conflict
handling scenarios. Chord first proposes a template contract
consisting of various shared resources and access operations.
Based on it, Chord applies the conflict constructor to generate
transactions with complex conflict relations. Chord dynam-
ically adjusts the transaction submission timing to trigger
conflicts more frequently. Besides, Chord applies the revert
injector to trigger more TPB-prone cases during transaction
execution. To resolve the second challenge, Chord adopts a
local-remote differential oracle to reproduce the expected re-
sults locally and identify the inconsistency of on-chain results
with the expected ones. Furthermore, Chord introduces a TPS
oracle to identify TPBs that lead to the abnormal throughput
decrease. In this way, Chord can detect TPB effectively.

We evaluated Chord on four widely-used commercial
blockchains with different transaction parallelism mechanisms.
Chord successfully detects 54 TPBs, including 10 previously
unknown ones. In comparison, equipped with Chord’s oracles,
existing tools only detect 7 TPBs. Besides, we compared
Chord with existing tools on the TPS and latency to eval-
uate whether Chord triggers the conflict handling processes
effectively. The decline in TPS and the rise in latency imply
an increase in conflicts among transactions, thereby indi-
cating a higher probability of triggering TPBs (according
to finding (D). Results show that Chord decreases the TPS
by 14.80%-93.66%, and increases the latency by 12.44%-
1205.59%, showing that Chord generates high-quality conflict
handling scenarios and effectively triggers TPBs.

This paper makes the following contributions:

« We studied the symptoms and root causes of 50 historical
TPBs in four commercial blockchains.

o we proposed Chord. Chord establishes the unified conflict
transaction model and two dedicated TPB oracles.

« We evaluated Chord on 4 blockchains. Chord detects 54
TPBs including 10 previously unknown ones. We have
open-sourced Chord | for practical usage.

II. BACKGROUND

Blockchain is a decentralized system consisting of multiple
nodes, where users can deploy smart contracts containing func-
tions that can be invoked through transactions. Transactions
trigger predefined actions such as transferring funds, storing
data, or executing logic within the smart contract. Previously,
transactions are executed serially by each node, ensuring
security and determinism but with limited performance, which
cannot meet the demands of high-throughput applications.

To address this, various transaction parallelism mechanisms
have been proposed, allowing transactions to be executed
in parallel, thereby improving throughput and reducing la-
tency. Secure parallelism relies on identifying and schedul-
ing conflicting transactions, which occur when two or more
transactions attempt to access or modify the same resource.
Conflicts arise when one transaction reads and another writes
to the same resource, or when multiple transactions try
to modify it simultaneously. Several approaches have been
proposed to handle transaction conflicts. Some require users
to specify all shared variables accessed by a transaction,
followed by static analysis to detect conflicts. For example,
FISCO BCOS 2.0 [12] requires users to pre-declare accessed
variables and uses DAG analysis to identify conflicts, while
Solana’s Sealevel [65] also asks users to specify read/write re-
lationships before submission. Other mechanisms, like FISCO
BCOS 3.0’s DMC scheduler [13], perform conflict analysis
autonomously. Some systems, such as Sei, employ optimistic
parallelization [54], executing all transactions in parallel and
re-running conflicting ones sequentially. Aptos uses Block-
STM [18] to optimistically execute pre-ordered transactions
and resolve conflicts by rectifying memory access errors.

While transaction parallelism mechanisms significantly im-
prove blockchain performance, their implementation can in-
troduce bugs, especially when handling complex conflicting
transactions, leading to errors with serious consequences.

III. MOTIVATING EXAMPLE

TPB has become widespread and hard to detect. But once
occurs, it can lead to severe consequences. An example is a
TPB in Solana’s transaction parallelism mechanism, triggered
in a built-in module bank. The bank tracks client accounts and
the progress of on-chain programs.

However, this introduced a TPB. Fig. [I|shows the triggering
process of this TPB. When transactions interact with the
bank in parallel, the accounts they access may have overlaps
between ‘partitions’, which make them conflict. As shown
in Fig. tr1 and txy access the range of [0, 2] and [I,
3] respectively, resulting in an overlap in [1, 2]. Performing
read-modify-write operations to the same storage in parallel is
unsafe. Unfortunately, Solana overlooks the check for conflicts
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among these requested ‘partitions’. In this case, the actual
results val} and val), do not match the expected results val§
and val$. Therefore, this TPB leads to incorrect calculation
results, and results in asset losses.
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Fig. 1: The triggering process of the TPB in Solana. The
mishandling of conflict parallel transactions leads to incorrect
calculation results.

To address this TPB, in Solana:pr-25991 [26], developers
fixed the logic of collect_rent_eagerly. The code snippet is
presented in Listing. I} As shown in line 7-19, when the bank
carries out the rent collection, it first checks all the requested
partitions to determine if there are overlaps between them. If
an overlap is found, the signal parallel will be set to false,
and the conflict transactions will be executed serially in line
24-26. If no overlap is detected, the previous logic of parallel
execution is maintained in line 20-22.

From this case, we learn that: 1) TPBs usually lie in conflict
handling processes, which require conflict transactions to be
triggered. 2) TPBs can result in incorrect execution outcomes,
requiring specifically designed oracles. Unfortunately, there
is no existing work that can detect such TPBs. Traditional
concurrency bug detectors for distributed systems cannot gen-
erate transactions and trigger parallel scheduling. Fluffy [67],
EVMFuzzer [17] and EVMLab [10] generate single or sequen-
tial transactions for testing. Existing works for front-running
attacks generate profitable transaction sequences. However,
they cannot generate various conflict transactions and fre-
quently trigger transaction parallelism. In this example, they
cannot generate conflict transactions that access the buggy
function with overlapping ranges. Besides, their oracles cannot
deal with the non-determinism of parallel execution, therefore
cannot identify this TPB.

To address these challenges, we propose Chord. Chord
establishes a unified conflict transaction model to generate
conflict transactions. In this case, Chord establishes the tem-
plate contract that includes the self-defined module bank, and
provides specialized access approaches collect_rent_eagerly.
Then Chord generates conflict transactions with overlapping
ranges for rent collection. Chord controls the submission
QPS to frequently trigger conflicts. Besides, by reproducing
the expected results based on the transaction receipts, Chord
identifies the incorrect on-chain results and captures the TPB.

IV. OVERVIEW OF TRANSACTION PARALLELISM BUG

To understand the features of TPBs and inspire subsequent
detection, we conduct an in-depth study on real-world TPBs.

fn collect_rent_eagerly(&self) {

3% - let thread_pool = ...;
4i- thread_pool.install(|| {
5i- oo

6i- 1); Bug here: directly execute in parallel
7 + if parallel {

let ranges = partitions.iter()

‘outer: for i in @..ranges.len() {
for j in @..ranges.len() {
if i == j { continue; }
// check the overlap
if i.contains(j.start()) || i.contains(j.end()) {
parallel = false;
break ‘'outer;

} . Bug fix: check the overlap first

}
if parallel {

// collect in parallel
}

}
if !parallel {

// collect in serial
1}

2T

J
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Listing. 1: The code snippet of the TPB Solana:pr-25991 [26].
The TPB was introduced when parallelizing the execution of
partitions in Line 3-6. Line 7-26 fixed it by checking the
overlaps between partitions.

We now present our study methodology and our findings.

A. Study Methodology

We conduct rigorous empirical analysis following the open-
coding method. Our study goes through the following steps:

1. Data Collection: We collect the TPBs from the 4
widely-used blockchains with various transaction parallelism
mechanisms, including FISCO BCOS, Sei, Aptos, and Solana.
We select TPBs from issue trackers and pull requests of
the targeted blockchains. We filter out the valuable items
containing keywords ‘parallel’, ‘schedule’, ‘conflict’, the spe-
cific name of the parallelism mechanism (‘DMC’ for FISCO
BCOS, ‘Sealevel’ for Solana, ‘Optimistic Parallelization’ for
Sei, ‘Block-STM’ for Aptos) in their titles and contents. We
refine the selection by retaining items involving assignees, and
tags like ‘bug’, ‘security’, etc. Finally, we obtain 615 items.

2. Data Familiarization: For each collected item, we
extract the existing information provided in its issue or pull
request description to further decide if it is a TPB. Totally, we
identify 50 TPBs (25 from FISCO BCOS, 15 from Sei, 9 from
Solana, 1 from Aptos). 15 TPBs have provided information of
attack vectors. 41 TPBs’ descriptions reveal their symptoms.
This helps us determine the basic nature of each TPB, laying
the foundation for further analysis.

3. Initial Coding: In this step, we deeply examine the
source code and fix commits to gather more detailed informa-
tion. For TPBs that have existing descriptions, we study the
buggy code and patches to verify the root cause. For TPBs
missing information, we directly analyze the source code to
investigate their root cause and potential consequences.



4. Categorization: We proceed to systematically classify
the TPBs into distinct categories based on their observable
symptoms and behaviors. The categorization allows us to
identify the patterns and commonalities among various TPBs,
facilitating the subsequent analysis on the common triggering
conditions. Specifically, we categorize the TPB symptoms into
two main types: those that lead to incorrect execution results
(33/50) and those that affect system performance (17/50).

5. Hypothesis Formation: Finally, we identify and count
the root causes across various TPBs. We focus on the affected
variables, the components where TPBs occur, and the execu-
tion stages in which they appear. Through statistical analysis,
we identify 2 most common triggering conditions to guide
subsequent detection. For special cases, we also conduct a
detailed analysis to ensure comprehensive study.

B. Symptoms

To study how to capture TPBs, we conduct an in-depth
study on their symptoms. Results show that TPBs are often
inconspicuous and cannot be easily observed. However, they
can lead to severe consequences.

33/50 TPBs result in incorrect execution outcomes. Af-
ter confirming the transactions, the states reached by the
blockchain are not consistent with the expected states. Specif-
ically, they lead to the error calculation of balances (8/33), gas
price (2/33), certification verification (2/33), and other global
variable status (21/33). For example, Solana:pr-25991 [26]]
is triggered by two conflicting transactions with overlapping
ranges on the rented accounts. Solana’s transaction parallelism
mechanism fails to identify the conflict conditions, falsely
parallel the execution, and finally leads to collecting rent from
the same account twice. This TPB causes double spending
attacks, which pose threats to the asset safety. Besides, FISCO
BCOS:issue-2101 [23] is triggered by massive parallel conflict
transactions simultaneously modifying the account balance.
Under high workload, the blockchain fails to successfully
synchronize the actual execution order and state of the conflict
transactions, resulting in discrepancies in user balance values
across different node views. These TPBs pose threats to the
security of on-chain assets, resulting in asset losses, double
spending, etc. However, these symptoms do not lead to evident
phenomena such as crashes. Therefore, without a dedicated
oracle, capturing these TPBs is challenging.

Besides, 17/50 TPBs affect the system performance, even
making the blockchain unable to process transactions. It is
usually manifested by an abnormal decline in the blockchain’s
TPS (transactions per second) or the abnormal increase in the
latency. Some TPBs such as Sei:pr-483 [39] and Solana:issue-
29895 [19]] are caused by mishandling of plenty of parallel
conflicting transactions. The parallelism mechanisms falsely
schedule the transactions, leading to a large number of trans-
actions being dropped or cannot be processed. They ultimately
cause the blockchain system to remain in an incorrect trans-
action execution state, preventing it from processing any sub-
sequent transactions. Besides, Solana:issue-12441 [36] arises
because the blockchain’s transaction parallelism mechanism

fails to consider the resource consumption when handling
parallel transactions. Overloaded transactions ultimately lead
to the exhaustion of CPU or memory resources. These TPBs
destroy the liveness of blockchain, and may result in DDoS
attacks.

C. Root Causes

To trigger TPBs, we conducted a thorough investigation on
the root causes and triggering conditions of real-world TPBs.
Below, we present our findings.

Trigger 1: Most TPBs are triggered by parallel conflict
transactions accessing composite data types.

Based on our study, 41/50 TPBs require conflicting transac-
tions to be triggered. The blockchain’s transaction parallelism
mechanism requires careful design across various execution
stages of conflict transactions, including conflict detection,
transaction scheduling, execution, and error handling. These
complex mechanisms inevitably introduce implementation
bugs that lead to TPBs. Specifically, 22 out of 41 TPBs
occur when blockchains fail to correctly identify conflicts and
schedule conflict transactions. Additionally, 7 out of 41 TPBs
are caused by insufficient checks and handling of runtime
exceptions during the transaction scheduling process, leading
to robustness issues. Furthermore, 12 out of 41 TPBs are
triggered by improper handling of reverts during the execution
of conflict transactions, resulting in deadlocks or incorrect
updates of execution results.

Furthermore, we found that such TPBs are always triggered
by conflicting read/write on composite data types, such as
pre-defined classes, structures, mappings, or external con-
tracts. This is because they exhibit more intricate read and
write operations. For example, FISCO BCOS:issue-3826 [24],
FISCO BCOS:pr-3446 [34]], FISCO BCOS:pr-2339 [37] are all
triggered by conflicting read or write operations on KvTable
objects, which is a pre-compiled class that holds specific
functions. Solana:pr-25991 [26] also arises in a self-defined
class object Bank. Access operations on these composite
variables are intricate, involving multi-level function calls
and collaborative actions. Consequently, accurately identifying
conflicts is more challenging for them. Some other blockchains
are implemented in Rust or Move, which have the nature to
ensure thread safety. However, they are also vulnerable to
complex conflicting scenarios. For example, Sei:pr-637 [8] and
Sei:pr-647 [7]] are triggered by the mishandling of conflicting
transactions, leading to unexpected non-determinism in the
execution results. Several TPBs require special triggering
conditions. 6 TPBs are triggered by consensus failure, resource
misallocation, and incorrect configuration together with the
conflict transactions. The remaining 9 are triggered by exten-
sive parallel transactions without the need for conflicts.

Trigger 2: Most TPBs arise during conflict handling and
exception handling in transaction execution process.

We studied the scenarios where TPBs occur and found
that unexpected runtime exceptions and transaction rollbacks
during conflict handling are highly prone to triggering TPBs.



Under these conditions, blockchains need to modify the
scheduling status of transactions or provide error handling ap-
proaches. However, these processes are prone to TPBs. Sei:pr-
410 is triggered during rollbacks, when Sei incorrectly reverts
only the execution result without reverting the version number
of the related shared variable. Consequently, subsequent con-
flicting transactions are unable to perform further operations
on that variable. Similarly, in FISCO BCOS:pr-638 [61], data
synchronization exceptions resulted in inconsistencies in block
hashes. The rest TPBs stem from conflict analysis. Some par-
allelism mechanisms (FISCO BCOS, Solana) conduct conflict
analysis upon receiving transactions. This process is complex
and prone to TPBs. For example, FISCO BCOS:pr-2344 [32]],
FISCO BCOS:pr-2386 [30], and Solana:issue-25991 [26] are
all due to the inability to identify conflicting transactions
and schedule them appropriately. Besides, some TPBs require
other special triggering conditions like consensus failure, re-
source misallocation, and incorrect configuration.

V. DESIGN

Fig. 2] shows the framework of Chord. Chord incorporates
novel designs for triggering and capturing TPBs. Chord first
proposes a unified conflict transaction model. It designs a
template contract, which contains various types of shared re-
sources as conflict variables, and their access operations. Then
Chord applies the conflict constructor to generate transactions
with various conflict relations. It also employs a revert injector
to trigger TPB-prone exception handling situations during
transaction execution. Chord proposes two dedicated oracles
for TPBs: a local-remote differential oracle and a TPS oracle,
which address the non-determinism introduced by parallelism
and effectively capture TPBs.

Blockchain
Cluster

Conflict Transaction Model TPB Oracle

Template Contract

Shared Access
Resources Operations

@ Local-Remote Differential
= P Local Results
D |_ Reproducing|| Differential
@ confirm
receipts
Transaction Generation @ TPS Oracle
Conflict Revert R
Constructor Injector Calculation Check
Fig. 2: The overall framework of Chord. Chord proposes

the unified conflict transaction model to trigger TPBs, and
establishes two dedicated oracles to detect TPBs.

parallel
execution

A. Unified Conflict Transaction Model

To trigger TPBs, Chord designs the unified conflict trans-
action model. Building upon our findings in section
we design the template contract incorporating various conflict
resources and their corresponding accessing operations. Lever-
aging this template contract, we generate various composite
functions to create high-quality conflict transactions and error-
prone conflict handling scenarios, effectively triggering TPBs.

1) Template Contract: In blockchain, transactions trigger
the execution of smart contracts to interact with the blockchain
system. Therefore, a template contract is first required. The
contract serves as the interface for transactions to interact
with the underlying blockchain transactions parallelism mech-
anisms. It defines a series of functions to access on-chain
resources, which are available for transactions to invoke. To
generate various conflicting transactions and effectively test
the transaction parallelism mechanisms, the template contract
should encompass a range of conflict variables and essential
functions for accessing them.

Fig. |3| shows the composition of the template contract.
First, it contains various shared resources, including primitive
data types such as integer, address, etc. Besides, it contains
composite data types that are more prone to TPBs. Specifically,
Chord defines the mappings and arrays based on primitive data
types. Chord also constructs more complex resources such as
self-defined structures and classes. For blockchains containing
pre-compiled contracts, Chord initiates them to create cor-
responding resources. Second, the template contract involves
access operations for operating the shared resources, including
data retrieval such as ‘read’, simple arithmetic calculations
such as ‘add’, and assignments. For complex data types with
specialized access approaches, such as self-held methods and
external contracts, Chord offers functions that invoke them.
Multiple access operations may access the same variables.

The template contract is generic for various blockchains.
Currently, Chord has implemented the template contract in
Rust, Move and Solidity. Therefore, for blockchains support-
ing these contract languages, the template contract can be di-
rectly applied. For blockchains with other language contracts,
Chord extends the template contract by instantiating it into
other languages, without modifying the content and structure.

Test Contract: A Transactions

Template Contract Generated Functions

Resources Composite Functions Tx
v Int funcry, () { Contract: A
vj: Address Primitive Types v.add; v,.set; vy.read; —TP| Function: funcry
vp: Mapping )
vg: Structure Tx,
vy: Class Composite Types | funery, (=) { Contract:A
: Contract V. Set; vg.set; revert; vy.other; = S
v" ) LAt b v ’ Function: funcr,,
Operations :
read;(): get the value of the resource :
) Txops
add;(val): arithmetic calculation Funcry,, () {
setp(key, newval): new value assignment vg-Set; vi.read; vq.add; 1 Contract: A

other;(...): specialized access approaches } Function: funcry,,

Fig. 3: The process of Chord generating conflict transactions.
The test contract is composed of the template contract and
composite functions. Chord generates transactions by calling
the composite functions.

2) Conflict Transaction: Our findings in section in-
dicate that blockchains are prone to TPB when process-
ing conflict transactions and when unexpected reverts oc-
cur. Therefore, Chord first applies the conflict constructor to
generate transactions with complex conflict relations. It then
adjusts the transaction submission QPS based on the runtime



system status to increase the frequency of conflicts. Chord
also proposes the revert injector to inject proactive reverts
during execution. Therefore, Chord thoroughly examines the
resilience of the transaction parallelism mechanisms.

Fig [3] shows the details of how Chord generates the test
transactions. The test contract A is composed of the template
contract and generated composite functions. In a test round,
Chord instantiates the template contract to generate a number
of composite functions, including funcry,, funcrg,, ..
funcry,ps. They are constructed using the conflict con-
structor and the revert injector, consisting of a series of
access and revert operations. The conflict constructor dis-
tributes various access operations that access the same shared
variables into different composite functions, thereby creating
conflict relationships. For example, The vq.set in funcry,
and funcrg,,s are potentially conflict. Besides, the revert
injector randomly inserts proactive revert operations among the
access operations to trigger the exceptions during execution.
Specifically, when a transaction calls funcr,, and reaches the
revert operation, its execution will directly stop and revert,
triggering the exception handling process of the transaction
parallelism mechanisms. The number of the access operations
within the composite function depends on the gas limit of the
targeted blockchains, and can be customized. Each transaction
calls one of these composite functions. For example, Tz, calls
funcr,, in test contract A, thus it will executes the access
operations defined in funcry,.

Chord generates a bunch of transactions for a test round, and
controls the timing and frequency of transaction submission
dynamically. The Query Per Second (QPS) of Chord is initially
based on the actual Transactions Per Second (TPS) of each
target blockchain. Subsequently, Chord gradually increases
the QPS until the system’s TPS stabilizes. This QPS value
deliberately triggers the blockchain’s transaction parallelism
mechanisms, maximizing the probability of triggering con-
flicts, thus making it more likely to expose TPBs.

Txq: V. set Txy: [vi.addH V. set va.read}---

Txz: (v,.set g 5et — vy.other -
: \ AN +) revert

(b) Revert Injector

Txgps: vg. Set vq.add

(a) Conflict Constructor

Fig. 4: Chord applies the conflict constructor to create com-
plex conflict relations among transactions, and applies revert
injector to trigger error-prone exception handling scenarios.

Conflict Constructor. TPBs usually occur when the trans-
action parallelism mechanisms deal with conflict situations.
Therefore, Chord establishes the conflict constructor to gen-
erate various forms of conflict situations in real production.
Fig. M[a) shows the conflict relations of the transactions
generated in Fig. 3] Tz, sets the value of v, a self-defined
class object. Meanwhile, T'xo invokes the internal functions
defined in the class, which also modifies v,.. Therefore, Tz
and Tz, conflict with each other, requiring the blockchain to

identify the conflicts and handle them appropriately. Similarly,
the set operation of v, in Tz, also conflicts with the set and
add operations of v, in T'zgps.

Revert Injector. The findings in show that TPB
usually arises when the transaction execution faces exceptions
such as unexpected reverts, which affect the scheduling of
conflicting transactions. Therefore, Chord introduces a revert
injector to test the robustness of the parallelism mechanisms
under these exceptions. Fig. d[b) demonstrates the effect of
revert injector. At the point that T'zo finishes v,.set, Chord
deliberately interrupts the execution by injecting proactive re-
verts, resulting in the rollback of T'xo. This operation disrupts
the current conflict relations, resolving the conflict between
Tx1 and Txo. Meanwhile, the conflict between Tz and
Txzgpgs still exists. The revert injector modifies the conflict
relationships among the submitted transactions, prompting the
re-scheduling and error-handling scenarios. Therefore, Chord
can effectively test whether the transaction parallelism mech-
anisms can correctly manage this situation.

B. TPB Oracle

According to our finding in section TPB often man-
ifests without obvious phenomena, making it challenging to
capture them. Besides, due to the non-determinism introduced
by parallelism, existing differential oracles cannot be used for
TPBs. Therefore, Chord proposes two dedicated oracles: a
local-remote differential oracle to check the execution results,
and a TPS oracle to identify liveness TPBs.

1) Local-Remote Differential Oracle: Chord establishes the
local-remote differential oracle to validate the correctness of
the calculation results. The transaction parallelism introduces
uncertain execution order. Additionally, some blockchains
resolve conflicts by directly reverting the execution of certain
transactions. Therefore, the final result cannot be determined
solely based on the submitted transactions. The differential
oracles of EVMFuzzer and Fluffy focus on inconsistencies
among EVMs or Ethereum clients, but TPBs can produce
incorrect yet consistent results. To address this issue, Chord
utilizes the transaction receipts after finishing the transac-
tion confirmation to determine the actual results. Specifically,
Chord acquires the timestamps of confirmed transactions to
ascertain the exact execution sequence. Then Chord sequen-
tially reproduces these transactions locally, compares the local
results with on-chain results, and identifies TPBs.

Fig. [5] shows how the local-remote differential oracle ver-
ifies the correctness of the results. Step 1: Transactions are
generated and submitted for execution. Meanwhile, Chord
records their transaction hashes; Step 2: After execution,
Chord queries the transaction receipts using the recorded
hashes. The receipts contains the status of confirmation, the
block hash, and the index of this transaction within the block.
Step 3: Based on the receipts, Chord accesses the blocks
where the transactions were included. By indexing, Chord
determines the position of the transactions within the block,
obtaining the timestamp of confirmation. Step 4: Leveraging
these timestamps, Chord establishes the actual execution order



t; .confirm_time
t,.confirm_time

1. execute 3. obtain

Parallel Transactions Blockchain Cluster

l 4. order l

: t
Transaction Hashes II II II
2. query Execution Sequence
6. compare 5. reproducel
— On-chain = Local
Results Results
Differential Comparison

Fig. 5: The local-remote differential oracle. Chord obtains
the transaction execution sequence and reproduces the result
locally for differential checking.

of transactions. Step 5: Chord sequentially executes them
locally to reproduce the expected calculation results. Step 6:
Finally, Chord compares the expected results with the on-chain
actual results. The differences indicate the occurrence of TPBs.
2) TPS Oracle: TPS (Transactions Per Second) is a metric
for measuring the throughput of a blockchain. An abnormal
decrease in TPS signals that the blockchain has lost its normal
ability to process transactions. According to our study in
section TPB can manifest as an abnormal decrease in
TPS. Therefore, Chord proposes a TPS oracle to continuously
check the TPS in real time. Therefore, Chord effectively
captures TPBs that harm the performance of the blockchain.
Unlike traditional sequential execution, some parallelism
mechanisms forcely discard certain transactions to avoid con-
flicts when parallelizing the execution. Therefore, not all trans-
actions will be confirmed successfully. Existing methods [21],
[46] for calculating TPS require the confirmation time for all
the submitted transactions, and cannot be applied to Chord.
Therefore, Chord proposes the definition of TPS under the

parallelism execution scenarios as follows:
TPS = num (1)

max! {1xs; ft} — min} 7 {txs; st}

Chord calculates the blockchain’s TPS after finishing the
current batch of transactions. The numerator num represents
the total number of transactions that are submitted, including
both successful and failed transactions. In the denominator,
txs;.ft represents the finish time of transaction i. If txs;
is successfully confirmed, the fxs;.ft refers to its confirma-
tion. If txs; is failed, txs;.ft refers to the timestamp in
its receipts. Therefore, max*{"{txs; ft} refers to the latest
finished transaction. txs;.st refers to the submission time of
txs;. Since that Chord needs to control the QPS, the test
transactions are not submitted at the same time. Therefore, we
use min 7" {zxs;.st} to decide the earliest submission time.

In real-world production, fluctuations in TPS within a
certain intensity and duration may be recoverable. When some
transactions are not finished properly, it is hard to determine
whether there is an error or a normal delay. Therefore, to
avoid false positives and false negatives, Chord establishes a
threshold for the TPS decrease ratio to identify TPBs. Chord
records the initial TPS value at the testing QPS as the baseline.

During the subsequent testing under the same QPS, if the
TPS decreases by over the threshold compared to the baseline
and remains unrecoverable, Chord flags it as a TPB. In our
production environment, the threshold is set to 70% for FISCO
BCOS, 50% for Sei, 70% for Solana, and 30% for Aptos. How
Chord finds the optimal threshold for each blockchain will be
discussed in section [VII-Al in detail.

C. Implementation

We implement Chord on 4 widely-used commercial
blockchains with transaction parallelism mechanisms, includ-
ing FISCO BCOS (version 3.5.0 [16]), Sei (version 4.1.7[55]),
Solana (version 1.17.13 [58]]), and Aptos (version 2.1.0 [2]).
FISCO BCOS is developed in C++, supporting Solidity for
programming smart contracts. Sei is implemented in Go,
supporting Rust and Solidity for smart contracts. Solana and
Aptos are both implemented in Rust. Solana supports Rust,
C, and C++ for developing smart contracts, while Aptos
uses Move. The implementation shows that Chord is a cross-
language and cross-platform tool.
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| Software Development Kit (SDK) Frameworks |
o 4
TxHash QPS Transaction| | On-chain
Recorder Controller Receipts Results
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| Conflict Transaction Model| | TPB Oracles

Fig. 6: The implementation of Chord. Chord interacts with
the blockchain through RPC nodes and SDK. The TxHash
Recorder records the transaction hashes, and the QPS con-
troller controls the timing of submission. The hashes are used
for querying receipts and on-chain results for TPB oracles.

Figure [0] outlines the implementation of Chord. For each
targeted blockchain, Chord sets up a 4-node local cluster. To
enhance scalability and streamline development, Chord encap-
sulates RPC operations within an SDK framework, offering
well-defined interfaces for interaction. Chord first creates the
template contracts and generates transactions based on the
unified conflict transactions model. A TxHash recorder logs
transaction hashes for later receipt retrieval, while a QPS
controller manages the timing and rate of transaction submis-
sions. Transactions are submitted through the SDK, triggering
parallel scheduling and execution. After the execution, Chord
utilizes an output processor to retrieve the execution results
for oracle verification. Leveraging recorded transaction hashes,
Chord fetches transaction receipts and on-chain calculation
results via SDK queries. They are then used for local-remote
differential oracle and TPS oracle.



VI. EVALUATION

We evaluate Chord on four widely-used blockchains
with transaction parallelism mechanisms including FISCO
BCOS [14], Sei [53]], Solana [57] and Aptos [38]. In section
we study the TPBs found by Chord to show Chord’s
capability in detecting real-world TPBs. In section we
assess the TPS and latency of Chord to show that the unified
conflict transaction model contributes to triggering TPBs by
generating various conflict scenarios. In section [VI-D| we
compare Chord with the existing testing methods to show that
Chord outperforms them in detecting TPBs. We address the
following research questions:

o RQ1: Is Chord effective in detecting TPBs in real-world
commercial blockchain systems?

e RQ2: How does the unified conflict transaction model of
Chord contributes to effectively triggering TPBs?

« RQ3: How does Chord outperform the existing testing
methods in detecting TPBs?

A. Evaluation Setup

Environment. We set up a 4 node local cluster for each
blockchain. For detecting new TPBs, we ran FISCO BCOS
version 3.5.0 [16], Sei version 4.1.7 [55], Solana version
1.17.13 [58]], and Aptos version 2.1.0 [2]]. For reproducing his-
torical TPBs, we ran the corresponding versions. We conduct
our experiments on an Ubuntu 22.04.3 system with the Linux
kernel version 5.15.0, running on a 64-bit physical machine.
The machine is equipped with 256 CPU cores (AMD EPYC
7763 64-Core Processor) and 1 TB of memory.

Metrics. We propose three metrics for evaluation. The first
is the number of TPBs detected, including both historical
and newly identified ones. The second is TPS, a standard
metric for blockchain throughput. In parallel execution, lower
TPS indicates reduced parallelization, suggesting conflicts
that trigger conflict resolution. Conflicting transactions, which
cannot run in parallel, require extra analysis and scheduling, as
discussed in section Since directly measuring conflicts
is challenging, we use TPS to assess the quality of conflicting
transactions. The third metric is latency, the time from trans-
action initiation to confirmation. Like TPS, latency is a key
metric for user-perceived performance, providing a full picture
of the number and complexity of conflicting transactions.

B. TPBs found by Chord

We evaluate the TPBs found by Chord to show its ef-
fectiveness in detecting TPBs. Table. [I| shows the TPBs that
Chord detected within 24 hour execution. In general, Chord
is highly effective in detecting TPBs. Chord successfully
detects 54 TPBs across four targeted blockchains, including
10 previously unknown ones (5 in FISCO BCOS, 4 in Sei,
and 1 in Aptos). We have reported the TPBs to developers
and received their responses. Among the 10 newly detected
TPBs, 6 are fixed. 1 is confirmed. 3 are still under processing.
3 are assigned with CVE IDs (CVE-2023-51936, CVE-2023-
51937, CVE-2024-31704).

TABLE I: The 54 TPBs detected by Chord.

Required Conflict Required
Targets Total | Transaction Model? TPB Oracle?
Yes No Loc.al—Ren.lote TPS
Differential Oracle
FISCO BCOS 26 24 2 16 10
Sei 19 17 2 11 8
Solana 7 4 3 3 4
Aptos 2 2 0 2 0

Information of Detected TPBs. As shown in Table[l, Chord
successfully detects 54 TPBs in total, including 26 in FISCO
BCOS, 19 in Sei, 7 in Solana, and 2 in Aptos. 87.0% of
them require Chord’s unified conflict transaction model to be
triggered. These TPBs manifest during the conflict handling
process, requiring the execution of conflicting transactions.
The rest 13.0% can be triggered under a large number of paral-
lel transactions. Besides, all TPBs require Chord’s TPB oracles
to be identified. Specifically, 59.3% TPBs result in incorrect
execution results, which require the local-remote differential
oracle to be detected. 40.7% of them lead to the abnormal re-
duction in TPS, which require the TPS oracle to be identified.
Among all the studied 50 historical TPBs, 6 cannot be detected
by Chord. 3 of them (FISCO BCOS:pr-3047 [31], FISCO
BCOS:pr-4227 [35], FISCO BCOS:pr-3036 [33]) manifest as
incorrect return values or system logs. Other 2 involve insuffi-
cient parallelization (FISCO BCOS:pr-755 [29]) and system-
specific side effects (Solana:pr-25562 [6]). The phenomena of
them are system-specific, and are currently not covered by
the general oracles of Chord. The rest 1 requires byzantine
behavior from malicious nodes (Solana:issue-7531 [52]]) to
trigger. Chord conducts the transaction submission from the
client side, thus cannot trigger this special case.

The Precision and Recall. We assess the precision and
recall of Chord on the 50 historical TPBs. According to the
information of detected TPBs, within a 24 hour testing, Chord
reports 44 true positives and 6 false negatives. The false
positives are closely related to the threshold configuration and
the detailed discussion is in section When setting the
threshold to 70% for FISCO BCOS, 50% for Sei, 70% for
Solana, and 30% for Aptos, Chord reports no false positives.
Therefore, Chord achieves the 88% precision and 100% recall.

Severity of Detected TPBs. The TPBs detected by Chord
have serious consequences. Among them, 32 TPBs affect
execution correctness, threatening on-chain asset security: 16
cause insecure access to critical storage, leading to incorrect
balances and lost transaction records; 8 result in balance errors
during rent collection or asset transfers, causing direct asset
losses; 4 lead to gas fee miscalculations, causing abnormal
failures or extra costs; and 4 disrupt blockchain consistency,
including node-state mismatches and user-view inconsisten-
cies, potentially breaking consensus and causing transaction
failures or hard forks.

Additionally, Chord identifies 20 TPBs that degrade system
performance and liveness, preventing transaction processing.
Specifically, 9 cause memory leaks or resource exhaustion,



risking system collapse; 6 result in deadlocks, leaving trans-
actions indefinitely pending; and 5 cause transaction failures
or rejection of new transactions. These issues threaten both
user assets and system security.

Case Study. We present two cases demonstrating how
Chord detects TPBs. The first is a newly discovered TPB in
FISCO BCOS, assigned CVE-2023-51936. This TPB caused
abnormal memory leaks and eventual node crashes. Introduced
before January 2022, it remained undetected due to its reliance
on complex conditions and a specialized oracle. Chord iden-
tified this bug using its unified conflict transaction model and
TPS oracle. In the template contract, Chord incorporates an
external contract as an access object and provides interfaces
for external contract invocation. The external contract then
implements a callback to the template contract, creating a
scenario where the two contracts invoke each other. The DMC
scheduler, which manages conflicting transactions by pausing
some to avoid conflicts, failed to handle this complex inter-
invocation scenario correctly. Parallel transactions created by
Chord triggered repeated memory allocation without release,
causing abnormal TPS drops. As conflicting transactions per-
sisted, the issue escalated, ultimately leading to node crashes.

The second case is a TPB in Sei, newly discovered by Chord
and assigned CVE-2024-31704. This TPB caused incorrect
execution of on-chain resources, threatening asset security.
Chord detected it using the unified conflict transaction model
and the local-remote differential oracle. The template contract
includes a resource mapping ‘address‘ to ‘int‘, simulating a
balance storage variable, along with access operations such as
addition, subtraction, and assignment. Chord used its conflict
constructor to generate transactions with conflicting accesses
to this resource. It also employed the revert injector to ran-
domly revert transactions, altering conflict conditions. Sei’s
optimistic parallelization failed under these conditions, leading
to a TPB. Within 24 hours, Chord’s local-remote differential
oracle identified inconsistencies between the on-chain map-
ping state and the expected results. This TPB represents a
significant threat to user asset security.

C. TPS and Latency of Chord

We evaluate the TPS and latency of Chord to show its
effectiveness in triggering TPBs. Lower TPS and higher
latency indicate more complex conflict handling scenarios.
Based on our prior findings, conflict scenarios are more prone
to triggering TPBs. Therefore, this metric effectively reveals
the tools’ capability to trigger TPBs. We propose Chord ™,
a version of Chord without the unified conflict transaction
model. Chord~ directly applies the real-world contracts for
transaction generation, without the conflict constructor and the
revert injector. We compare the TPS and latency of Chord and
Chord~ under the same QPS to show how the unified conflict
transaction model in Chord contributes to the triggering of
TPBs. We set the QPS values based on the actual TPS of each
test blockchain on our machine. We cover ranges of QPS that
are both lower and higher than the actual TPS to ensure the
validity of our evaluation and show the trend of variation.
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Fig. 7: The TPS and latency of Chord and Chord™ as QPS
increases. The lines represent TPS and the bars represent
latency. Chord decreases the TPS by 65.13%, 47.28%, 11.85%
and 15.05%, and increases the latency by 1057.27%, 97.27%,
56.36% and 16.61%.

Fig. |/| shows the trend of TPS and latency of Chord and
Chord™ as the QPS increases. The blue line and orange line
show the trend of TPS under Chord and Chord™ respectively.
The blue bar refers to the latency under Chord, while the
orange bar shows the latency under Chord~. For each QPS
value, we run the targets for 1 hour and take the average
value. Compared with Chord—, Chord achieves lower TPS
and higher latency across all blockchains. Under the highest
QPS where the TPS and latency stabilize, Chord achieves
65.13%, 47.28%, 11.85% and 15.05% lower TPS compared
with Chord—. Meanwhile, Chord increases the latency by
1057.27%, 97.27%, 56.36% and 16.61% on four blockchains
respectively. With the unified conflict transaction model,
Chord generates more conflicting transactions and triggers the
conflict handling. The template contract aggregates various
resources and access operations to generate conflict scenarios,
improving Chord’s effectiveness to trigger TPBs. In contrast,
using real-world contracts directly can limit conflict patterns
and produce many non-conflict transactions, which reduces
test effectiveness. Therefore, the unified conflict transaction
model significantly contributes to triggering TPBs.

D. Comparison with existing methods

In this subsection, we compare Chord with existing testing
methods in terms of the number of TPBs they detect and the
TPS and latency.

Comparison on TPB detection. Existing testing methods
cannot effectively detect TPBs. First, without specific ora-
cles, they are unable to capture TPBs. Previous differential
oracles of EVMFuzzer and Fluffy focus on inconsistencies
among EVMs or Ethereum clients, but TPBs can produce
incorrect yet consistent results. For example, in Solana:pr-
25774, clients reach consistency on the incorrect results,
leading to double-spending. Existing works cannot identify
such TPBs. Besides, existing tools such as EVMFuzzer [17],
EVMLab [10] and Fluffy [67] are tightly coupled with the
Ethereum virtual machine, and do not support parallel trans-
action submission, thus cannot be applied to recently emerged
blockchains that exhibit transaction parallelism mechanisms.
To compare Chord’s TPB detection ability with them, we re-



implemented their transaction generation strategies to adapt
them for our target blockchains and equip them with Chord’s
oracles. Results show that they can only detect 7 TPBs, with
2 in FISCO BCOS, 2 in Sei, 3 in Solana, and 0 in Aptos.
Lacking the ability to trigger various conflicting handling
scenarios, they cannot detect most of the TPBs. In comparison,
Chord successfully detects all the TPBs that existing methods
detected, and it detects 47 more TPBs, with 26 in FISCO
BCOS, 19 in Sei, 7 in Solana, and 2 in Aptos. This reveals that
Chord outperforms the existing methods in detecting TPBs.

Comparison on TPS and latency. To evaluate the ef-
fectiveness of Chord in triggering TPBs, we compare the
TPS and latency of Chord with the test suites provided
by each blockchain for testing their transaction processing
mechanisms. For FISCO BCOS, we compare Chord with
its official stress testing framework [15], which can trigger
its parallelism mechanisms. For Sei, Solana and Aptos, we
employ their provided test contracts for transaction generation,
and manually customize the parallel transaction submission
framework to trigger their parallelism mechanisms. The eval-
uation setup is similar to section

The results show that the TPS under Chord is lowered by
93.66% for FISCO BCOS, 63.16% for Sei, 27.27% for Solana,
and 14.80% for Aptos compared with the existing methods.
Meanwhile, Chord increases the latency by 1205.59% for
FISCO BCOS, 219.02% for Sei, 115.34% for Solana, and
12.44% for Aptos. This reveals that Chord effectively triggers
more conflict handling scenarios for all the blockchains. Ac-
cording to our finding in section Chord is more effective
in triggering TPBs than existing methods.
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Fig. 8: The TPS and latency of Chord and existing methods as
QPS increases. Chord decreases the TPS by 93.66%, 63.16%,
27.27%, and 14.80%, and increases the latency by 1205.59%,
219.02%, 115.34%, and 12.44%.

Fig. shows the trend of TPS and latency of Chord
and the existing methods as the QPS increases. The blue
line and red line show the trend of TPS under Chord and
the existing method respectively. The blue bar refers to the
latency under Chord, while the red bar shows the latency
under the existing method. For each QPS value, we run the
targets for 1 hour and take the average value. When the QPS
is low, the differences in TPS and latency between Chord
and the existing methods are relatively small. Lower QPS
indicates fewer parallel transactions, smaller load pressure,
and fewer conflicts. Therefore, the blockchain can process
the transactions faster. As the QPS increases, the TPS of
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Chord significantly falls below that of the existing method.
Meanwhile, the latency of Chord becomes noticeably higher
than the latency of the existing method. This reveals that
with more parallel transactions, Chord creates various conflicts
among them. This triggers the blockchain to handle conflicts,
thereby leading to a decrease in its performance.

In conclusion, compared with existing testing methods,
Chord successfully detects 47 more TPBs. Under the same
QPS, Chord achieves a lower TPS and higher latency. There-
fore, Chord can more effectively generate various conflict
handling scenarios, deeply inspect the transaction parallelism
mechanism, and construct triggering conditions for TPBs.

VII. DISCUSSION
A. The Threshold of TPS Oracle

The TPS decrease threshold configuration of Chord’s TPS
oracle impacts its identification accuracy. In blockchain sys-
tems, fluctuations in TPS and latency are common, and can be
influenced by the system’s resources and network conditions.
A too strict threshold may result in many false positives. While
a too loose threshold may impact the effectiveness of detection,
causing the TPS oracle to miss some TPBs.

TABLE II: The false positives and true positives of Chord
under various TPS oracle threshold configuration.

Threshold FISCO BCOS Sei Solana Aptos
FP TP FP | TP FP TP | FP | TP
10 601 10 224 | 8 | 1663 | 4 | 522 | 0
20 601 10 181 | 8 54 4 | 35 | o
30 321 10 121 | 8 14 4 0 0
40 297 10 34 | 8 14 4 0 0
50 247 10 0 8 13 4 0 0
60 6 10 o | 8| 1w 4]0 o
70 0 10 0o | 8 0 41 oo
80 0 9 0| 8 0 410 o
% 0 6 o 7| 0o | 4]0 ]o0

We collect the TPBs reported by TPS oracle within 24
hours of execution on FISCO BCOS, Sei, Solana and Aptos.
Table [[I] shows the false positives and true positives under
various configurations of the threshold. A 10% threshold
causes many false positives across all chains, but increasing
the threshold reduces them. By setting the threshold to 70%
for FISCO BCOS, 50% for Sei, 70% for Solana, and 30%
for Aptos, Chord reports no false positives. Additionally,
when the threshold is set to less than 70%, 80%, 90%, and
100% respectively, these chains can reveal all TPBs with no
false negatives. Therefore, in our evaluation environment, the
optimal threshold should be 70% for FISCO BCOS, 50% for
Sei, 70% for Solana, and 30% for Aptos. The proper threshold
configurations for different blockchains vary due to differences
in consensus mechanisms, network architecture, block size,
etc. They also change based on production environments, such
as cluster scales and network delays.

B. Scalability on Bug Types.

Currently, Chord has proposed two oracles for detecting
TPBs. Chord has been adapted to four widely used blockchains



and found 10 previously unknown bugs. However, in practice,
there are still other types of bugs, such as privacy issues [69],
[20], [72], which also pose threats to the security of blockchain
ecosystems. For example, the leakage of critical private data,
such as private key information, can seriously endanger user
security and lead to irreversible economic losses. If extended
with privacy oracle, by trying to access private data and
checking its visibility through transactions, Chord can also find
privacy issues. However, the privacy perspective in blockchain
varies for personal and organizational data. Although privacy
rules are applicable to personal data, more stringent privacy
rules apply to sensitive and organizational data. The flexibility
of blockchain privacy makes it hard to design a general privacy
oracle for various blockchain systems. More works need to be
explored to address this challenge. Privacy and other types of
bugs deserve our attention in the future.

VIII. RELATED WORK
A. Blockchain Bug Detection.

Many existing works focus on testing blockchains.
SFuzz [50], ContractFuzzer [28]], and V-Gas [47] use fuzzing
to generate inputs and trigger hidden bugs in smart contract
functions. Tools such as Securify [60], Mythril [49]], and
Oyente [51] model the control flow graph of smart contracts
through symbolic execution to discover hidden vulnerabilities
in smart contracts. LOKI [46], Tyr [5]], and ByzzFuzz [62]] mu-
tate consensus messages to trigger byzantine attacks and test
consensus protocols. They cannot generate transactions and
cannot detect bugs in the transaction parallelism mechanisms.
EVMFuzzer [17], EVMLab [10], and Fluffy [67] generate
single or sequential transactions to find bugs in EVM and
Ethereum consensus protocols. They cannot generate parallel
conflict transactions to trigger TPBs. They also cannot adjust
the QPS and trigger revert during execution, which are also
essential for testing TPBs.

Nyx [71]], Zhang et al. [71]] and Torres et al. [S9]] exploits
the profitable ordering of sequential transactions to detect
front-running vulnerabilities. The triggering condition of front-
running and TPBs share some similarity. Triggering front-
running requires generating transaction sequences accessing
conflict profitable variables. However, triggering TPBs has
unique challenges. First, TPBs are derived from the transaction
parallelism mechanisms, which require conflict and parallel
transactions accessing composite data types. Additionally,
triggering TPBs require unique designs during the transaction
submission and execution stages. Chord dynamically adjusting
testing QPS based on blockchain runtime TPS to trigger more
conflict handling scenarios, and inserting proactive reverts to
construct TPB-prone exception handling cases.

As for oracles, existing differential oracles cannot be used
for TPBs. For example, EVMFuzzer and Fluffy focus on
inconsistencies among EVMs or Ethereum clients, but TPBs
can produce incorrect yet consistent results across different
platforms. Therefore, their oracles cannot be used for capturing
TPBs. In contrast, Chord proposes the local-remote differential
oracle, using transaction confirmation receipts to reproduce
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the actual execution order and expected results, rather than
manipulating the transaction order like front-running attacks,
for differential testing. This addresses the non-determinism
introduced by parallelism and effectively captures many TPBs.

B. Concurrency Bugs Detection.

Many existing works aim at detecting concurrency bugs
in various systems. TaxDC [41] classifies concurrency bugs
into Local Concurrency (LC) Bugs and Distributed Concur-
rency (DC) Bugs and discusses the triggering conditions..
CHESS [48] and TSVD [42] mine LCBugs in various concur-
rent programs by controlling thread scheduling or monitoring
the invocation of thread-unsafe methods. These LCBugs are
typically caused by concurrent read/write conflicts or the
concurrent execution of the same operation. DCatch [44]]
and CloudRaid [45] discover DCBugs in multiple distributed
cloud systems by simulating various concurrency mechanisms
and message orders. Jepsen [27] explores concurrency bugs
in distributed systems by injecting random network partition
faults. These DCBugs are caused by the nondeterministic order
of distributed events, such as the sending and receiving of
messages, node crashes, restarts, and timeouts.

Although concurrency bugs and TPBs share similarities in
their triggering conditions, as both are caused by conflicting
access operations on shared resources, detecting TPBs presents
unique challenges. Concurrency bugs are caused by locking
and synchronization mechanisms, while TPBs arise from
the transaction parallelism mechanisms that require conflict
transactions accessing composite resources to trigger. Besides,
existing works focus on conflict transaction relations in test
case generation stage. But Chord also includes specific designs
in transaction submission and execution stage to construct
various TPB-prone scenarios. Specifically, during submission,
Chord dynamically adjusts testing QPS based on blockchain
runtime TPS to trigger more conflict handling scenarios.
Besides, Chord injects proactive reverts during execution stage
to construct error-prone exception handling logic.

IX. CONCLUSION

In this work, we conducted a thorough analysis of real-world
TPBs in four blockchains to study their symptoms and root
causes. Based on our findings, we propose Chord, aiming at
detecting TPBs. Chord proposes a unified conflict transaction
model to generate various conflicting transactions and trigger
TPBs. Besides, Chord applies two oracles for identifying
TPBs. Chord successfully detects 54 TPBs, including 10 pre-
viously unknown ones, showing its effectiveness in detecting
TPBs. Besides, evaluations on TPS and latency reveal that
Chord outperforms the existing methods in triggering TPBs.
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