Eh AR (FPE3C)  ISSN 2097-4116 CN 10-1900/TN E-mail: jerQcacrnet.org.cn
Journal of Cryptologic Research, 2024, 11(3): 504 http://www.jcr.cacrnet.org.cn

© (HETLAR (FHHL)) GRAEHSRALA Tel /Fax: +86-10-82789618

R AR AT 8™
DR, BTl W1z G B £ T W4T

THHRY BAFAERE, JEs 100084
BEEE: 25, E-mail: jiangyul98964@126.com

W B FALKERRERE, ME. 2L, BiIES S EATMAARGAMK4E HTHRILRA
BAEI A, AR S R RN RAE B Ak R R IR AR Ta AL AT AR B E AR & 5 A AL
e, B EENELIHEPRERIANA—LRRR, X FRAAFHEAAEERNEFOIRG LA F
MFAFREFTHRZXEBR, SRAWZAMEAT REGE AR KO0, BN X R — AR 0 3k 452 30
R AH K, ¢l id A R K= 69RO, AN B 69 B, St m e RTR R T A, AR KC
AR A T AL Hk ey R R AR P LKL T €3 OpenSSL. SymCrypt. Crypto++ % % 6% 4
HokEdeGRE. AIGBTE S F AL H kBT B MK BB, O T ST E AL Sk B S AT AR R
RO ER, ARETEAEEEEMN AT LGN LK. B5, A BAF A6 6 Zamg
A Sk R GBI R T A AT T 3 AT A4S, RE, BB AT T A ERFIZER S . KRG FEERRRA
HAMF AR LRI, R T B A H kBB X AR T L 695 5 @ fe AL R

KRR BEMIK; BB H R R RIREHE

FESY2S: TP309.7 XHRFRIRAS: A DOI: 10.13868/j.cnki.jcr.000693

racs MR BARR, BEM, Moo, R, 25, VK. HREE SN H AR R LRIR[T). W AR
(FHE5L), 2024, 11(3): 504-52d. [DOI: 10.13868 /j.cnki.jcr.000693]

B H AKX MA F C, ZHOU Y H, CHEN Y L, YAN Z, JIANG Y, SUN J G. Overview of crypto-
graphic library fuzz testing techniques[J]. Journal of Cryptologic Research, 2024, 11(3): 5047. [DOI:
10.13868/j.cnki.jer.000693]

Overview of Cryptographic Library Fuzz Testing Techniques

MA Fu-Chen, ZHOU Yuan-Hang, CHEN Yuan-Liang, YAN Zhen, JIANG Yu, SUN Jia-Guang

School of Software, Tsinghua University, Beijing 100084, China
Corresponding author: JIANG Yu, E-mail: jiangyul98964@126.com

Abstract:  The cryptographic algorithm library is a fundamental software library that provides
various cryptographic related functions such as encryption, decryption, signature, and verification. In
order to ensure the security of network transmission, many system software use cryptographic algorithm
libraries to protect data security, to ensure that data is not maliciously stolen or exploited. However, in
the implementation process of cryptographic algorithm libraries, vulnerabilities are often introduced,
which can lead to memory crashes or encryption logic failures when using functions in the library,

greatly affecting the security and availability of the system. Fuzz testing is an effective technique
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for detecting software implementation vulnerabilities. It generates a large amount of test inputs,
observes the feedback of the tested software, and then detects the vulnerabilities. This technology
has been applied in cryptographic algorithm libraries, and many vulnerabilities have been discovered
in commonly used cryptographic algorithm libraries such as OpenSSL, SymCrypt, and Crypto++.
This paper analyzes the main difficulties in conducting efficient testing on cryptographic algorithm
libraries, proposes the requirements for conducting fuzz testing on cryptographic algorithm libraries,
and presents the main challenges faced by cryptographic algorithm library fuzz testing tools. This
paper also analyzes and evaluates the 6 commonly used fuzz testing tools for cryptographic algorithm
libraries. Finally, based on the performance of current tools in evaluating metrics such as vulnerability
mining ability, code coverage, and input validity, this paper proposes some possible research directions

and optimization strategies for fuzz testing of cryptographic algorithm libraries.

Key words: software testing; cryptographic library; vulnerability detection
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Figure 1 Overall workflow of mutation-based fuzzing
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3.1 FA AES ITHHORME S, URES 3.0 JRAM AES RN REME. XMIFEES T REME
SEIBAT R E R ELN.
2.2.2 ik

AT B L PE AT R R AR, B — e TR B R Pk, BAA R EA S IR JLAN T,

A7 TH BRI B A . R T X B R SRR PR 1) S R SR AT B R, — AN N E
TAERHRE XL NERTES). MRIKSN 2 — AN RN DR, X ANRE 2 18 FH X B 25 A5 5092 1) 4% il i
FRThRe, B e NALGERA TR EZEENIRSOR. — Bk, —AMEEx 3565 5% P 1R Ik 3l
TR U (1) B iERl . RO DK s B ER 0 35 08 L B 7R B R T AR AL, iRl T i
i MBI 2RSSR, (2) MINREIEBAT. RIS (A 25 RS 5 R O AT R, 80P NTE EAD IR
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1 std::optional<component::Digest> OpenSSL::0pDigest(operation::Digest& op) {

2 std::optional<component::Digest> ret = std::nullopt;
Datasource ds(op.modifier.GetPtr(), op.modifier.GetSize());
4 util::Multipart parts;

: CF_EVP_MD_CTX ctx(ds);
6 const EVP_MD* md = nullptr;
7 /* W */
{
9 parts = util::ToParts(ds, op.cleartext);
10 CF_CHECK_NE(md = toEVPMD(op.digestType), nullptr);
11 CF_CHECK_EQ(EVP_DigestInit_ex(ctx.GetPtr(), md, nullptr), 1);
12 }
13 /* FEAFE */
14 for (const auto& part : parts) {
15 CF_CHECK_EQ(EVP_DigestUpdate(ctx.GetPtr(), part.first, part.second), 1);

16 }

17 /x BEHRER x/

18 {

19 unsigned int len = -1;

20 unsigned char md[EVP_MAX_MD_SIZE];

21 CF_CHECK_EQ(EVP_DigestFinal_ex(ctx.GetPtr(), md, &len), 1);
22 ret = component: :Digest(md, len);

23 }

24 end:

25 return ret;

26}

B 2 CryptoFuzz 3 OpenSSL ¥ Digest 4#&4F % 5 9 MK I
Figure 2 Fuzzing driver for operation digest in OpenSSL from CryptoFuzz
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BT RS RN R, X2 R0 ik AR ISR b, A A B S O A I AR 1R EE .

1 int EVP_CIPHER_CTX_set_key_length(EVP_CIPHER *c, int keyl) {

2 if (c->cipher->prov != NULL){

4 /1 HE YH A\ Bcipher X Wkey K B & & 4 E K
if (EVP_CIPHER_CTX_get_key_length(c) == keyl)

6 return 1;

8 }

10 ERR_raise(ERR_LIB_EVP, EVP_R_INVALID_KEY_LENGTH);
11 return O;

12}

14 // X TEVP_aes_256_cbc() K it, key®KE iz £256fr, BI32/FF
15 if(1 !'= EVP_CIPHER_CTX_set_key_length(EVP_aes_256_cbc(), key_length))
16 handleErrors();

B 3 OpenSSL ¥ R cipher # X T &) key 89K Z 9465
Figure 3 Key length verification of OpenSSL for different cipher modes
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FeBEHLAY 2 E 2 AR IR (E A A S

1 static int evp_EncryptDecryptUpdate (EVP_CIPHER_CTX *ctx, unsigned char *out, int
*outl, const unsigned char *in, int inl)

2 {

4 if (i !'=0) {

5 if (bl - i > inl) {

6 memcpy (&(ctx->buf [i]), in, inl);

7 ctx->buf_len += inl;

3 *outl = 0;

9 return 1;

10 } else {

11 j =bl -

12 // % T TE9RKE : (dnl - j) & ~(bl - 1)

fm E ctx->buf A 2 B H Kbl A # 3L INT_MAX

13 + if (((dnl - j) & ~(bl - 1)) > INT_MAX - bl) {
14 + ERR_raise (ERR_LIB_EVP, EVP_R_OUTPUT_WOULD_OVERFLOW) ;
15 + return O;

16 + ¥

17 memcpy (& (ctx->buf [1]), in, j);

18 e

19 ¥
20 }
21 .
22 if (inl > 0) {
23 if (!ctx->cipher->do_cipher(ctx, out, in, inl))

24 return 0;

25 // inltmRRA, *outl¥ fha M EEHZAM, TAAK
26 *outl += inl;

27 ¥

28 }

B 4 OpenSSL " & —/A~ 405 RFE R L1454
Figure 4 An integer overflow bug in OpenSSL with patch
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1 return ctx->cipher->einit(ctx->algctx,
2 key,

3 key == NULL ? O

4 : EVP_CIPHER_CTX_get_key_length(ctx),
5 iv,

6 iv == NULL ? O

7 : EVP_CIPHER_CTX_get_iv_length(ctx),

8 params) ;

B 5 OpenSSL W &9 —/A AL A3 A& % B 9169 WL P& R

Figure 5 A vulnerability in OpenSSL which can leads to an instant loss of confidentiality
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Table 1 Typical fuzzing tools for cryptographic libraries
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Figure 8 Path constraint solving algorithm used by Intriguer
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Figure 9 Coverage trend of typical tools on various cryptographic algorithms
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